Integrity Journal

A Publication of Integrity Services, Inc.
September 2001


            

 
 Volume VII Number 3 

______________________________________________________________________________


 







SITE AUDIT

Normally, the first response people have when they hear the term, “Site Audit”, is to think of security.  I have been asked to perform site audits that did not involve security, although this is not normally the case.  Usually security is one phase of a site audit, not the whole subject of auditing.  When security alone is involved, I would call this a security evaluation or security audit.  A site audit has a much wider scope of issues that are of concern, security being one of them.

Since the beginning of the year 2000, when Y2K issues were put to rest, security appears to be the hottest topic in the computer arena.  We don’t hear the end to firewalls, encryption, etc.  While security is a valid concern, there are other topics that should regularly be evaluated via audit.  Some are related to security, such as data integrity; but every aspect of a computer operation should regularly be scrutinized with specific auditing or evaluation.  Subjects like performance evaluation, capacity planning, and computer sizing should be considered; but the list should not stop there.  Every area of a computer operation should be evaluated.  This is what I call a site audit.

I would like to suggest major areas of concern and then mention some sub-topics relating to one of the major areas.  I do not intend to state an exhaustive list since new issues regularly surface; and to give a sense of the project does not require stating every sub-topic.  When I am asked to do a site audit, or as it often is called, a system checkup, I concentrate on certain primary issues that should be examined in any computer operation.  Then I ask for specific concerns that a particular client has so that I may focus my attention on them without neglecting major issues.

Primary issues are Performance, Security, Operations and Procedures, Management, Facility, Maintenance, Training, Contingencies, Research and Development, and Service to Users.  All other issues should be a sub-category of a major issue.  For example, disaster planning is a contingency issue; performance includes capacity planning; maintenance includes maintaining reliability as well as repairing equipment.

Why do a site audit?  Many experts recommend a site audit when problems or discrepancies appear at an Information Technology (IT) site whether or not there are obvious solutions.  Outside observations and opinions have a significant value even if you choose not to implement all of them.  I recommend a computer system checkup once a year, whether you think you need it or not.  The first time should be a thorough evaluation.  Subsequent audits may be less rigorous, but should not neglect the basics of the primary issues stated previously.

Many problems or inefficiencies may be revealed during a checkup.  They may be unknown to us or suppressed in our thinking; we all have a way of suppressing important issues to concentrate on urgent issues.  Most of us are familiar with articles using statistics that illustrate that most urgent things are not important in the long run and most important things are not immediately urgent.  Outside analysis brings different and diverse thinking to bear on our world of business; and sometimes this is the best thing that can happen to our biases and limitations in understanding technology and procedures.  Other viewpoints should always be considered to get us out of a rut and fine tune our operations.

In addition to a checklist that I have developed for site audits, I use a questionnaire, an information sheet, a top-ten problem list, and my experienced instincts.  Lets face it, some of us are better snoopers than others.  In addition to consulting professionals there are other professionals that can aid in this endeavor.  IT managers can exchange audits with one another.  Those with similar backgrounds may not be as beneficial as those with diverse backgrounds.  I am not trying to say that there is no need for specialists, but an exchange of ideas can be a drink of fresh water at times.  Presentations and exchange of ideas are benefits of user conferences.

Some statistical analysis is needed to perform tasks such as performance analysis, and this means that specialized software is needed.  Security analysis is not a task for a novice.  Other issues lend themselves to a wider group of people.  Operational procedures for system initialization, power up and down sequences, backup and recovery techniques, degradation procedures, DMSII operational guidelines, site maintenance, software installation, and problem analysis techniques fall into this category.  IT operations, where IT professionals have learned the business application (such as banking), usually need less input than bankers who have applied their skills to an IT operation.  In the IT industry there are “best practices” for many procedures.  I am amazed at how many alternatives to these practices are employed at IT operations.

How much time should be involved in a site audit?  I have spent from two to fifteen days depending on size, sophistication, and needs.  Only two days may be required for a follow-up visit of a simple operation.  Fifteen days was spent on a very sophisticated overseas operation.


The following is a simplified list of tasks, but it should serve as an illustration of a ClearPath or A Series Annual Audit:

On-site examination of your computer system and operations

ClearPath Analysis Check List

1. Security

    
1. Review Security Policy

    
2. Review Access Control and 

                Authentication

    
3. Audit facility

    
4. Monitoring Alarms and Reports

2. System options ands factors

3. Processor utilization

4. Memory utilization

5. Disk utilization

    
1. Paths to disk

    
2. DL

    
3. Checkerboarding

    
4. Available sectors on each pack

    
5. Mirroring

6. DMSII memory utilization


1. Allowedcore


2. Buffers


3. Resident structures

7. Communications (Data Comm, LAN, WAN)

1. Number of lines and stations (network  

      listing)


2. LAN/WAN population and use


3. On-line response time

8. Development vs production


1. Patch files (separation)


2. Queues for development


3. Use of program librarian

9. Backup procedures


1. On site and off site


2. Archiving

10. Get a top-ten problem list

11. Get questionnaire and site profile  

     completed

12. Operations


1. Tape library


2. Log reports


3. Incident reporting


4. Hardware and software modification list


5. Automation


6. Utilities

            7. Disaster Planning

Growth Plan Guidelines

Host LAN/WAN analysis or
recommendations

Analysis of operations tools and automation

Background & Experience

Joe Kite is the founder of Integrity Services and has over 30+ years experience on Unisys NX and A Series computers and their predecessors (24 years with Burroughs and Unisys).  He has been extensively involved in customer support and services.  His specialties have included system software installation and upgrades, performance analysis and capacity planning studies, designing and implementing system security, data communications design and implementation, and system planning and configuration.

Joe has been involved in training and education throughout his time with Unisys and Integrity Services.  Recent ClearPath presentations have included:  Operations Management, Supervisor Operations, Performance Analysis, Security Seminars, New Product Release Information, Disk Subsystem Overview, and the Integrity Doctor Workshop.

We have come to the conclusion that an independent consultant is in the best interest of every Unisys customer to evaluate all computer related decisions, sales proposals, and recommendations that you consider.  We will work for you with an unbiased view toward your interests and objectives.  We will make sure that you get the right system, the right configuration of that system (a very common mistake), and the right software services with a new or existing NX or A Series computer system. 

ADDRESS CORRECTIONS
Please take a moment to make sure we have the proper name and address on your Integrity Journal.  The quickest way you can make corrections to your name and/or mailing address is simply by e-mailing us at jkite@dca.net.  You may also return or fax this form to Integrity Services Inc.
10 Radnor Road

Newark DE 19713

or call us directly at

 (302) 738-7808 (voice or fax).

Communications & Technology

New Software Features

Integrity System Doctor
Instant alarms for specified ODT messages and intruders.  Alarms extended from ODT to pager.

Log Reporter
Separate Userdatafile report.  Simplified reports.  Coms reconfiguration reports may be filtered to eliminate enable and disable items in reports.



E-Mail

We are using E-mail to get information to you sooner than snail mail.  We occasionally send out information letting you know of any software updates, price changes, or upcoming classes.  If you would like to receive future updates, please send in your e-mail address.  Our privacy policy is to keep all mailing and e-mail addresses private.  We do not sell or give these lists to anyone.  If you currently receive information via e-mail and would like to discontinue the service, please let us know and we will purge the information from our database.
Attitudes





Am I satisfied with getting the job done with mediocrity or do I desire excellence for my area of work?  Do my co-workers consider me an asset, a liability, or do they just endure me?





Am I a team player?








 Complete Security





Complete Security should include analysis and proper controls for:





Data Security	- Theft or loss


Data Privacy	- Viewing


Data Integrity	- Changing or corrupting














ClearPath Fire Walls





ClearPath computers have the ability to allow and disallow any TCP/IP addresses access to the system by using a TCP/IP Security Rules file.  It works in a similar manner as Access Lists on routers.  Violation attempts are logged and the log may be printed.  Is this not as good as any server firewall?








New Web Page address:  www.integrity-services-inc.com





Is Everything OK?





I have observed that some software companies are interested first in receiving their annual fees, and then secondly they may assist you with your problem.  At Integrity Services, our first priority is to assist you with problems, questions, and any other issue that you may have.  Then we will consider issues of payment.  I believe that this is because we are interested in solutions for you and not just packages of software.








We offer Specialized Consulting Services:





Full Information Technology Site Audit	Resource evaluation, security evaluation, operations and workload evaluation, efficiency evaluation, trouble analysis (ie. Slow response time)





Security Appraisal	Security analysis of NX, LX, or A Series computer, recommendations on security policy adjustments or implementation, implementation of total NX or LX security blanket (all computer system configuration and implementation of Integrity Security Doctor) 





Growth Plan (Capacity Planning)	Identify bottlenecks, establish a base line performance study of the current computer system, growth recommendations, establish on-going analysis with readable reports, and implement recommendations.





System Planning and Configuration      Examine customer needs and plans, examine existing computer system, and make recommendations.





System Software (MCP) Installations and Upgrades     (Customized for each site)





Software





Integrity System Doctor


(The health of your computer system [function and security] is regularly examined and maintained)





Integrity Password Management


(Password aging plus a robust collection of supporting functions)





Basic Security Package


(Log Reporter, Virus Scan, Cande Audit, Marc Directives)





Internet Security Doctor


(Standard Security + Password Management and Supervisor)





Integrity Super Doctor








Video Training





We now offer the following subjects on video:


NX and LX Security and Answers from Integrity Services


The Integrity System Doctor





Classes include Video Tapes, Power Point handouts, and Integrity handouts.


The Doctor class also includes the Integrity Planning and Operations Reference Manual  on diskette.





Look for announcements of shorter videos (or CDs) with concise messages about topics relating to ClearPath operations.  E-mail announcements will be forthcoming.  The Integrity Services’ Web Page (with new address) will also list these shorter, topical subjects.  If you have any suggestions, please let us know.  We welcome your input.





Although we have decided not to use Web Broadcasts at this time, we will consider a subscription list for monthly topical messages, should there be enough interest.
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