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This issue will focus on security of ClearPath and A Series computers.  The article on code files is intended to show one of the strengths of these computers by looking at the design of the MCP and the software around it.  I look forward to feedback on this approach of focusing on a topic.  There are many more superior concepts in the design of this stack architecture computer that can be discussed.  Is a focused topic a preference to you?  Security is a hot topic today as many individuals and businesses enter into e-commerce.  The web is popular, but it has been shown that it is not extremely secure.  Viruses and security breaches abound.  Browse the articles and email, call, or write to let us know what you think.





Code Files – The Heart of Program Security

On any computer assemblers and compilers create program code files, called object code files.  The Unisys design around the MCP and compilers is unique in the computer industry.  Other computers, legacy and network alike, create code files that reside in memory and may be modified during the execution of the program.  Some of the techniques are cute and others are clever.  Special security monitoring must be done at ‘Run Time’ to properly protect proprietary information and then some violations may seep through the cracks.

The Burroughs design of the MCP, which is now encased in a Unisys ClearPath enterprise server, has taken a totally different approach to object code files.  By designing non-modifiable object code files, reentrant execution and code file security are results that work for the end user.  Non-modifiable means that a program cannot modify its own object code file during execution.  As a result, more than one program (as many as desired) can use the same code file while executing.  The MCP creates a code stack and a program stack.  The code stack is the source of the operations or operators and the program stack is the source of the operands or data.  All code files on NX, LX, and A Series computers have this characteristic called “Re-entrant code.”

Also, as a result of non-modifiable object code, peculiar changes cannot be made at run time whether for good or for bad purposes.  These changes on other computers involve both operands and operators.  This is a technique to penetrate any security system.  What this produces on the ClearPath NX or LX computer is a safe assurance that programs cannot breach security that you establish on your computer.  To ensure that this is always the case, object code files should be secured when created so that programs cannot make changes to other code files on disk.

In order for a program to create or make changes to an object code file it must have compiler status.  This is enforced by the MCP.  Therefore any program marked as a compiler on your computer has the capability of making changes to non-secured code files.  This is the reason why it is mandatory to know every compiler on your computer so that it is of a ‘trusted’ status and you must secure every code file.  Since no other vendor that I know of besides Integrity Services ships their programs as secured code files, Integrity Services has developed a utility to secure code files when the job becomes lengthy and repetitive.  For some sites this program would have to be run daily or multiple times daily.

With this information about code files we can gain assurance that the MCP works for us in ways that other operating systems do not in the area of security and other areas as well.  We must keep tabs on all programs with compiler status, secure all code files, and monitor the MP (mark program) command.  The MP command is the way in which a normal program gains compiler status.

______________________________________________________________________________

Remember to upgrade your system software (MCP) to 46.1 before the end of the year 2000.  Unisys will drop support on lower level software on January 1, 2001.

_____________________________________________________________________________Security – The Right Way
Today computer security often means patched-together routines and software added after an application is in production.  This security practice is usually a reaction-based defense or defenses that are an afterthought.  Is integrated security a possibility or must defenses be an addition that may or may not totally accomplish the desired effect?

First of all, if you want to secure information under MCP control, external firewalls have a limited benefit.  Their main asset is logon and data encryption.  Every other integrated security measure must flow with the MCP.  This cannot be done on any network.  The MCP and MCP-related measures are necessary to build security (a fire wall, if you like the terminology) from the ground up.  There are standard interfaces into Unisys software to implement security measures.  This is an area where Unisys used good sense.  For a manufacturer to be so vain as to think that they had all of the answers would be stupidity.

So Unisys has implemented interfaces such as a security support library that will be invoked by Cande and Marc if it is declared as a support library.  Other areas of integration include window lists, security categories and security category lists, station lists, userdatafile extensions, etc.  Processing Items and Marc Directives are powerful tools in the hands of a security specialist and all of these features are integrated into the MCP-based system.

Burroughs and now Unisys have built a computer system that allows users to design and build a computer security system fully integrated with the MCP.  The system sumlog is at the heart of computer security auditing.  Although other functions such as Cande and ODT messages need to be audited, the sumlog is a central repository for a wealth of security information if the proper options are turned on.  Many are reset by default and reports could not be generated if software was available.  Once these options are set then good system security software reporting can be accomplished.

Security analysis and planning are a must when it comes to computer security.  Once they have been done the MCP-based system has the interface and integration methods necessary to produce a very robust security methodology for any ClearPath computer.  I believe that the ClearPath and A Series computers are capable of being the most secure computer systems today.  With a knowledgeable security specialist, one can build a very secure environment.  Access controls and auditing are the key elements of design, but one must begin with a good security policy.


Why Security

Why invest in security, it isn’t a profit center?  More and more managers are finally seeing that the bread-and-butter of their businesses are worth protecting.  Years ago most personnel were usually long time employees and didn’t venture into using unknown parts of computers.  Today, we are hiring people from a computer literate generation and many don’t stay long enough to ever be in a ‘trusted’ state.  It is still a well-known fact that more security breaks come from internal sources.

Restoring Softkeys on a T27

Because three keys are needed for this operation, it is assumed that the following keys have not been programmed:

CTRL Key (CTRL),

Space Bar (SPACE),

A

In order to restore a key back to its original factory setting, perform the following steps:

1. Press CTRL SPACE A CTRL.

2. Press the key that needs to be restored (hold shift key, if needed)

3. Verify that the bottom status line reflects which key you desire to restore.

4. Press the Environment 1 key.

5. Verify that the status line indicates that you are now in edit mode.

6. Press the Recall Key, then press the local key.

7. Verify that the status line indicates that the key is ‘Not Programmed’ and that you are in ‘View’ mode.

8. Repeat steps 2-7 as needed, then save changes using normal procedures.

Integrity Services Background


Joseph Kite is the founder of Integrity Services and has over 30 years experience on Unisys ClearPath and A Series computers and their predecessors (24 years with Burroughs and Unisys).  He has been extensively involved in customer support and services.  His specialties have included system software installation and upgrades, performance analysis and capacity planning, designing and implementing system security, data communications design and implementation, and system planning and configuration.


Joe has been involved in training and education throughout his time with Unisys and Integrity Services.  Technical presentations have included operations management, new product release information, a disk subsystem overview, performance analysis, security seminars, and supervisor operations.


Training seminars are available at public locations or at the site of your 

choice.  Customization is available when they are at your location.


We have come to the conclusion that an independent and personal consultant is in the best interest of every Unisys customer to evaluate all computer related decisions, sales proposals, and recommendations that you consider.  We will work for you with an unbiased view toward your interests and objectives.  We will make sure that you get the right system, the right configuration of that system (a very common mistake), and the right software services with a new or existing ClearPath or A Series computer system.

  To contact us at Integrity Services for

inquiry, services, software, or to schedule

seminars and conferences you may write to: 

Integrity Services

10 Radnor Road

Newark  DE 19713

302-738-7808

Email:  jkite@dca.net

http://www.dca.net/integrity
Why Software from Integrity Services is Unique


There are many software packages in the computer industry.  A very high percentage of these packages are devoted to applicational purposes.  These include accounts payable and receivable, payroll, inventory, banking applications, etc.  A small percentage of these software packages are directed toward system use and system utilities.  When you consider the number of system software packages on the Unisys ClearPath systems, the number is quite manageable.  Integrity Services’ Software is in this category.

Since the market is easy to evaluate, we have developed software that doesn’t exist (to our knowledge) anywhere else.  We have other software that competes with other vendors, but we think we have better features and the most cost effective software available.  Please, do not consider calling our software cheap because our software packages are quite robust in functionality.  Consider the following software that is not available elsewhere:

Integrity System Doctor

Total Peace of Mind (Nothing like it)


Standard Security Package
- See Below


Utilization Software

- Comprehensive Performance Monitoring


Monitor


- Interactive mix monitoring


Integrity Utility Program
- Many Unique Functions including secured code 

  files


Incident Reporting

- Graphic and Tabular


Calculator


- Robust Functions

Standard Security Package


Log Reporter


- Comprehensive Security Reports (One of a kind)


Security Virus Software
- Locate and Secure all Dangerous Programs


Cande Audit


- Audit all Cande Commands


Marc Directives

- Eliminate ‘GO’ Command and Other Functions

Internet Security Package


Standard Security Package
- See above


Password Management
- Password Aging with Robust list of Functions


Supervisor


- Many Functions including ODT audit
Integrity Services
Specialized Consulting Services and Training

Appraisal, Advice and Recommendations

1. Performance Evaluation, Sizing or

       (System Utilization Study)


a. Resource evaluation


b. Identify bottlenecks


c. Growth recommendations


d. Trouble analysis

    (i.e. slow response time)

e. Performance Seminar

2. Security Appraisal


a. Security analysis of the customer's

                security policy


b. Security analysis of ClearPath and 

                A Series computers


c. Recommendations on policy

                adjustments or implementation


d. Implementation of the customer's

                security policy


e. Security Seminar

3. Growth Plan (Capacity Planning)

Capacity planning is not getting a big report one time (It must be on-going and not a one-time analysis)

a. Establish a base line performance study 
    of the current system


b. Make recommendations


c. Establish on-going analysis with

                customer readable reports


d. Implement recommendations

4. System Planning and Configuration


a. Examine customer needs and plans


b. Examine existing computer system


c. Make recommendations

5. Network, Data Communications Design, 

    and Implementation


a. Examine existing pc network or data

                communications network


b. Examine and discuss customer

                needs and plans

c. Evaluate ClearPath or A Series to LAN

                communication


d. Make recommendations

6. Software Package Evaluation


a. System impact


b. Resources needed
7. Operations Analysis


a. Evaluate existing operations


b. Discuss the use of efficient

                operations tools and techniques


c. Brief seminar on ClearPath and 

                A Series.   How it functions.


d. Full Operations Management Seminar
8. System Software (MCP) Installations and

    Upgrades (Customized for site specific needs)



Integrity Services
     10 Radnor Road

    Newark DE 19713

Address Service Requested 

Wanted





Small LX or NX4200 system at reasonable price.  An A7 will be considered if no ClearPath system is available.


Email � HYPERLINK "mailto:jkite@dca.net" ��jkite@dca.net� or call 302-738-7808





Integrity Software Updates





The Integrity System Doctor has moved the ODT audit function to a daily audit.  Automatic responses to waiting entries, aborted tasks, any desired message, and library inquiries have been added mainly for unattended operations.


	The Log Reporter has added MCS security violations to the security report and more detail to the Coms Configuration error report.  Station IDs have been added to the reports and a separate report is produced to list files created, deleted, and renamed.


	The Integrity Utility has added the function to secure all code files on any disk pack.


	Virusscan has added compiler code files to the report list and provides several new printing options.
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Reader's Response


Please take a moment to look over your mailing label to see if the information is correct.  If you see an error or would like to add a name to our mailing list, please e-mail your changes and/or requests  to:  jkite@dca.net
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