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Upgrades to System Doctor & SourceTracker

 

This is an announcement of the release of System Doctor, Security Doctor, and Super Doctor supported on the MCP release 52.1 (HMP 11).  I have tested the software since July.  I believe that it is time to consider going to MCP 52.1.  This Doctor software will also run on MCP 50.1 and 51.1 MCP releases, so I suggest you move to it asap.  See Documentation before installing.  For Super Doctor users the password aging option Cannotchangepassword has been enhanced to allow you to specify the number of days to restrict password changes after the initial one is made.
 

SourceTracker has also been tested and is released for this MCP software release.  There have been enhancements to the look and feel of the screen and options for various reports without having to see reports on the screen.  There is also a new batch interface that allows reports to be run automatically, or when desired.  Multiple usercodes for databases or multiple databases are now permitted.
 

SourceTracker features for archiving and program compilation will be available within a year.  Current users will get these features as an upgrade without additional cost.  When these features are available, the SourceTracker software pricing will be adjusted.
MCP Warning Messages

Occasionally the MCP will give a warning message such as,

* 5610 08:04 Warning 166: SYSTEMSTATUS Type 3 and 9 calls will be deimplemented in software released after 12/2006. Use SYSTEMSTATUS type 27 instead. @ (70260000)

This type of warning is generally given for several MCP releases so that users can prepare for the situation.  In this case the situation is a deimplementation of a system function.  If you are using this Systemstatus call in your programs, you must change it.  If you are using someone else’s software and it gets this warning message, then it is their responsibility to change the software in an appropriate timeframe.

The 5610 is the mix number of the task that needs to be changed.  You can check to see the name of the program with a <mix number>Y.  Warning 166 is the MCP reference to the message and it can be suppressed with a SUPPRESSWARNING 166.  It will stay suppressed until you reverse the suppress warning or load a new MCP.

If you decide to use any MCP created after the date given (12/2006), then check with the author of the software generating the message to make sure that you have the proper release of the software involved that will run with the MCP you intend to install.

File Alarm

For those using SourceTracker in conjunction with the System Doctor there is a feature in the Doctor, called File Alarm.  File Alarm will work without SourceTracker, but it was intended to run with SourceTracker.  SourceTracker is a good system to use to track changes to all source files, but, if someone tries to beat the system with a privileged or systemuser usercode, then it is possible to change source files without tracking the changes.  In order to prevent this, a ‘Watchdog’ task must be running in the system at all times.

The Doctor software is just this ‘Watchdog.’  Doctor is always running and can observe all functions that happen on the ClearPath computer.  Therefore, it is the perfect place to see and give alerts to anyone trying to beat the system of tracking source changes, whether intentionally or unintentionally.  File Alarm allows you to define files or directories and give an alarm anytime someone replaces or copies them.  The exception is the SourceTracker software, which is tracking these changes.

The alternative to producing alarms for changes is to restrict all users from the privileged and systemuser status of their usercodes.  By keeping all source files under a separate usercode and all users not having the privileged or systemuser capability, source files cannot be changed except by SourceTracker and operations personnel.

When you set the File Alarm option in Doctor (FILA+), an ODT alarm will be generated when someone attempts to access any defined file or directory.  The Doctor will also place the File Alarm in the alarm audit file, and it will be reported as a part of the normal security reports.  For Doctor users, the example File Alarm defines are at lines1600-1610 in the control file.

MCP 52.1 (HMP 11)

MCP 52.1 has now been released for several months.  Releases 52.1 and 51.1 are the only software releases supported by Unisys.  You should plan to move to one of these releases soon, if you are not already there.  I have been using MCP 52.1 since July without any adverse effect.  I suggest moving to MCP 52.1, when it is convenient for you.


MCP Display Commands

If you would like to view all remote ODTs (Remotespos), type REMOTESPO on an ODT or Remotespo and they will be displayed.  If none are in use, it will show that that is the case.

If you would like to view all MCSs that are valid on you computer and which ones are in use, type MCS on an ODT or Remotespo and all MCSs defined to the system in the Datacominfo file will be listed with a mix number for active MCSs.  Active tasks, declared stations, and a sequential number referencing each MCS are also shown.  Because these are all valid names for MCSs, they can be used by anyone, if the file exists.  This is also a very convenient way to breach security and not be discovered.  A program may be copied as one of these MCSs and accomplish whatever the author desires in the background of all that you are doing.

If you do not have the Doctor software to prevent undesired access, then you must delete each MCS name in the Datacominfo if you don’t want them used.  The Doctor software can prevent MCS commands in Marc and Cande so that these MCSs cannot be reached.  Furthermore, the MCSs can be declared in the File Alarm list, so that notification is given when they are copied to the system.
 Unattended Operations

There are many tasks and jobs that need interaction from operators or some other person.  But, there are times when unattended operations is possible and desirable.  In addition to saving salary, running unattended allows all functions to operate with predetermined predictability.  People make mistakes.  Defined functions work in predictable ways.

Although some try to run unattended with WFL structures, there are very few ways to handle exceptions.  You need a scheduler to run effectively; and you need a supervisor watching system conditions and abnormal situations.  A scheduler will cause WFLs, ODT commands, and other functions to happen in a timely manner.  A supervisor is always in the background to observe events and situations.

Some tasks run by time-of-day while others are event driven.  Event driven issues are handled in WFLs, while time-of-day tasks are best handled by a scheduler.  Combining the two brings complexity that a scheduler handles best.

A supervisor that initiates when the MCP initializes and remains in the mix at all times is the way to observe all that happens and make corrective steps or inform someone when a decision needs to be made.  There is a way that a supervisor can examine all messages that pass through the MCP without disturbing MCP operations.  There must also be a way for this supervisor to communicate with the outside world, when needed.

When a task is DSed or goes into the waiting, you may need to inform someone 

that this has happened.  There are other cases when a waiting entry may merely need to be told to do something, such as an OF to a waiting entry that is copying files.  If there is a way to communicate exceptions (such as to a pc waiting to send emails), then one may have peace of mind when no one is in the computer facility.

Just as you need heat and humidity sensors to keep informed if environment changes take place, you also need to be informed if the processor stops.  The only way to do this is through another processor.  If the alert messages are going through a pc, then the pc is also the means to keep track of the MCP processor.  If it ever stops then the pc can send you an email stating that it cannot communicate with the MCP.

With these things in place you can have confidence that unattended operations will run ok, and if there is a problem it will communicate with appropriate personnel.  The Integrity System Doctor is both a scheduler and a supervisor accomplishing these and many other functions.


I learned that one can never go back, that one should not ever try to go back – that the essence of life is to go forward.  Life really is a One Way Street.









         Agatha Christie


Integrity System Doctor Training

In June there was an in-depth, integrated class on the Integrity System Doctor, Cande operations, Coms Cfile using the Utility, and MCP security.  These training videos are now available on nine DVDs with Power Point Presentation and Classroom handouts.  As with other video classes offered by Integrity Services, these classes can be found on our web page, www.integrity-services-inc.com, under the Training tab.

Integrity Services is considering a WFL class next June, if I get enough feedback.  I have to know that it is a worthwhile class for interested people.  Other suggestions are always welcome.

Backup Site Using FTP

Someone may ask, “Why is FTP better than encrypted tape?”  There is a project to encrypt magnetic tapes.  This would certainly make them more secure, when encryption is used.  Encryption on tapes is not a simple issue.  When encryption is working, and it will, the overhead of encryption will cause many to not use it, or not use it all the time.  If some tapes are encrypted and some are not, who keeps track of the ones that are or are not, and who knows the difference?

Using Secure FTP allows encryption to be invoked and eliminates the need for magnetic tape media and keeping track of media.  You can now fire off backups that will deliver files to another site, where storage will take place.  This secure site now has your data and you can retrieve it at anytime that you need it, not just for disaster recovery.  Yes, it is the preferred way for going to a disaster backup site.  You can retrieve the version of data that you want and not be concerned about missing tapes.


Fall Conferences
I will be attending the Uniti-East Conference in Manchester, New Hampshire (September 19-22) and the Unite Conference in Orange County, California (October 8-11).  If you are attending, stop bye and say, “Hello.”  I will have a vendor booth at both conferences.


Never have I enjoyed youth so thoroughly
 as I have in my old age.
George Santayana


Cande Recovery Files


Many times when you log on to Cande, you will see a display such as the following:

#LX150:9273 CANDE SSR 52.1  (52.150.0017) INTEGRITY, AT INTEGRITY1

YOU ARE CCFPIPE1/CANDE/1(175)

#RECOVERY DATA ON DISK

  1720 DOCTOR/CONTROLFILE  (08/04/2006)

  1730 WFL/ABORT (07/27/2006)

  1740 WFL/FTP (07/13/2006)

#SESSION 9318   15:56:43 Friday, August 4, 2006 (EDT)

#

The first two lines are normal information.  They are followed by a recovery alert line and then one or more lines of recovery information.  Then a line of session logon information is given.

The recovery alert informs us that there were one or more (three in the case above) times when a Cande session was closed without saving or removing changes to a work file.  In the example above, there are unsaved changes to Doctor/Controlfile, Wfl/Abort, and Wfl/Ftp.  There is also a date when these changes were attempted.  There are extra recovery files under the usercode and they should be recovered or discarded.  These are the two options that you have.

If the recovery file is too old and you don’t know what is in it, the best thing to do is discard it (DIS 1740).  If it is recent and you were accidentally closed from your session you may recover the workfile (REC 1720).  Cande maintains this recovery file for you so that editing changes are not lost when abnormal issues happen to your Cande Session.  The most that you can lose is the last line which may not have been transmitted when the problem happened.

You can depend upon Cande to save all of your changes when you are editing a file.  Frequent saves are not necessary as they are with other software.  Recovery of data is very easy and can be relied upon.

If you do not know what changes were made and you would like to, then you may recover the recovery workfile.  Do not save it.  Use the match command to view all changes in the recovery file (Match Wfl/Abort:T).  This command will display all changes in the recovery file.  If you want to retain the changes they will be permanent when you do the next save.  If you do not want the changes, you may simply type REM.  The workfile will be removed, but your original saved file will be intact.  You can only remove a permanent file by typing Remove followed by the file name (Rem Wfl/Ftp).

The Cande use of work files and permanent files makes it easy to make changes, discard them, save them, or test them before deciding to save them.  For instance, when you make changes to a Wfl, do not save the changes until you have tested them with a Start Syntax and maybe a run, depending upon the need.  When you are satisfied with all changes then you may save them.

Recovery files can lead to some confusion, especially if users share a usercode (with Accesscodes this is a secure use of usercodes).  You should discard all unnecessary files (with coordination with other people) before someone else saves them, when you don’t want this to happen.  If someone were to save an old recovery file from months ago, unexpected things could happen.

One more piece of information: If you exit Cande in the normal manner you will not get a recovery file.  The normal exit is through the BYE command.  If you have unsaved changes when you issue a BYE command Cande will prompt you to save or remove your current workfile.  ?Close is not the recommended way to exit Cande.
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Has developed software that will benefit your computer needs


· System Initialization Setup

· On-line Resource Evaluation

· Station Security

· Automatic Virus Scanning

· Extensive Security Reports

· Performance Analysis Reports

· Mix Task Resource Monitoring

· Instant Alarms (Aborts, Waiting, Messages)

· ODT & CANDE Audit of all Commands

· Automatic Disk Backups

· Verify Readiness for MCP Upgrade

· Installation of Unisys IC Tapes

· Safe Delete and Purge Commands

· Automatic Schedule for all Jobs, Tasks, Commands, and more
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See what our Integrity System Doctor Software can do for you!





We offer a variety of packages that will suit your needs…and all at a very affordable price!
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