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Integrity Services’  Software, Training, and Support

2005

1. Software
Included are fourteen software packages that were written and are maintained by Integrity Services.  There are prices associated with each of the software entities belonging to Integrity Services.  The first twelve software products may be licensed individually or items 1 – 10, 12 may be licensed collectively as a group, called the Integrity System Doctor (see page viii).  Software items 1, 4, 6, 8, 9, 10, 11 and 12 are licensed collectively as the Integrity Security Doctor.  All twelve may be licensed as the Integrity Super Doctor.

2. Services
Professional services are available to all customers.  The current daily professional services fee is $115/hour with a minimum of 8 hours.  The fee for services rendered beyond normal working hours is $172.50/hour with a minimum of eight hours in conjunction with standard hours worked, if applicable.  This is a guaranteed fee for 2005.  Normal and necessary expenses are accessed as appropriate with the services.

3. Maintenance

All Integrity software is warranted to perform as documented for one year from the date of the initial license.  The annual maintenance fee provides for the service of software beyond the one-year period.  With the maintenance, Integrity Services provides software that will run on future Unisys MCP ClearPath software releases (there is currently one release per year), and all enhancements to the software, as well as documentation changes and/or additions.

4. Training

On-site training is $1200/day.  Public classes will have a fee per student:

$750 for 4 or 5 days

$600 for 3 days

$400 for 2 days


$250 for 1 day

____________________________________________________________________________________

The Integrity System Doctor is intended to keep your computer safe and trouble-free.  It is a package of software with the supervisor as the central program directing functions, as needed or requested.

____________________________________________________________________________________

In addition to the above, Integrity Services will be available to investigate new technologies, explore those being used by others, and keep Integrity Services' clients up to date on what is going on in the computer industry by making information available on existing technology as well as new technology as it emerges.

Integrity Services’

Performance Analysis and Capacity Planning Services

1. Off site performance analysis.

$500 per 24 hour utilization data analyzed,


Minimum 3 days (8-24 hour segments) of data
.

($1500)

2. Off site capacity planning.


$750 per 24 hour utilization data analyzed,


Minimum 3 days (8-24 hour segments) of data.

($2250)


Performance analysis plus projected resource timetable.


A business plan is desirable.

3. On site performance analysis.




($5000 - $7500)


1. Analysis of utilization data


2. Network analysis


3. Data base analysis


4. Disk pack analysis


5. Performance software used for:



1. Detailed analysis



2. Resource bottleneck analysis



3. Regular on-line resource evaluation


2-4 days on site (Detail dependent)


1-2 days for analysis and reports


Presentation day

4. On site capacity planning (6-10 days)



($7500 - $10000)


All elements of the site performance analysis.


A plan on what future resources will be needed and when they will be needed.


The customer must make a business plan available.

Note 1:      A baseline performance analysis should have been done at least 3 months prior to a 
      capacity planning analysis, but this is not mandatory.

Note 2:     Appropriate expenses will be added to all services rendered.

Note 3:     Regular one-day reviews may be used in conjunction with 3 and 4 to keep analysis and 

      projections current.  These should be done on a regular frequency of 3-6 months.

Note 4:     Utilization gathering and analysis software will be provided at the current software 

      release level.

Training Seminars

The following classes are structured for ClearPath MCP computer personnel

Integrity System Doctor Features



- ½ day
 (Available on DVD)
Main audience: Integrity System Doctor Users or Prospective Users

System Initialization Setup

On-Line Resource Evaluation 

Station Security 

Automatic Trojan Scanning 

Extensive Security Reports 

Maintaining System Options & Functions 

Performance Analysis Reports 
Mix Task Resource Monitoring 
Instant Alarms (Aborts, Waiting, ODT and other Messages) 

ODT & CANDE Audit of all commands 

Automatic Disk Backups 

Verify Readiness for MCP Upgrade 

Installation of Unisys IC Tapes or CDRoms

Safe Delete and Purge Commands 

Automatic Schedule for all Jobs, Tasks, Commands, and More

___________________________________________________________________________
ClarPath MCP Computer Security Concepts

- One day
(Available on DVD)









- ½ day Update (Available on DVD)

Main audience: Security Administrators, Auditors, System Analysts, and System Programmers

Introduction to security concepts and overview

Levels of security

Access to hardware and software

An overview of the standard MCP security capabilities

Libraries, compilers, and MCSs

Staff responsibilities

Library Maintenance tapes

Security policies

Security support library use

COMS security using COMS utility

Special security concerns for banks, service bureaus, and colleges

Secure sensitive system and utility programs

Terminal (Station) security extensions

Implementing Security Measures (A security implementation plan)

Special security considerations for dial-in lines

Recommended production system tools

Interacting with auditors and implementing their recommendations

__________________________________________________________________

ClearPath Operations




        - One to four days (Available on DVD)

Main audience: Operations Management and System Analysts

Defining the operations management task

Personnel scheduling and automatic program and task scheduling

Management tools, the most significant manuals

Instant alarms for attended and unattended operations

Use of WFL queues

Tape library

Backup, audit, recovery, and re-run

Using a system supervisor, getting the maximum from your computer

Performance driven operations

System sumlog and keeping records

Planning

__________________________________________________________________

Performance Analysis





- One day
(Available on DVD)
Main audience: System Analysts and System Programmers

Things to examine when a computer appears degraded

Processor, memory, disk, and communications examination

Explanation and handouts of performance monitors

The performance analysis process

Using utilization data for computer sizing and capacity planning

Maintaining efficient system performance and computer sizing

Procedures to use for temporary degradation

New disk architectures

Introduction to Capacity Planning

__________________________________________________________________

ClearPath MCP Series System Architecture


- One day

Main audience: Operations Managers, System Analysts, and Systems Programmers

Introduction to Hardware/Software integration

Access to hardware and software

An overview of the standard file subsystem

Disk Pack file storage and structure

Disk Pack access rights

Efficient use of disk packs

Disk pack families and continuation packs

Disk security and safety mechanisms

Disk performance and monitoring

Disk Pack reliability

Raid disk and Mirror disk features and liabilities

Limiting disk use

__________________________________________________________________

Data Communications Overview




- Half day

Main audience: System Analysts and System Programmers, Communications and LAN Managers

Data communications overview

Differences in data communications processors

Adding lines and stations

Expanding a network

Host LAN interface

Selecting hardware and software

Modems, DSUs, Leased lines, Switched lines, Public networks

TDI, RS232, TCP/IP

__________________________________________________________________

How to Upgrade MCP System Software to the Next Release 
- Half Day

Main audience: Operations Management, System Analysts, and System Programmers

Preparation

What to order

How to prepare

Use of Simpleinstall

Installing ICCDroms (Formerly called ATapes)

Updating Menugraphs

Special considerations

How to handle abnormal situations

__________________________________________________________________

System Utilities, Cande, and WFL basics 


- One and One Half Days

Main audience: Operations Management, System Analysts, and System Programmers
Overview of System Utilities


Loganalyzer


Dumpall


Library Maintenance


Filedata

Introduction to Cande

Creating and working with files

Starting jobs and running programs

Lab exercises

Creating WFLs

Modifying WFLs

Structuring program execution

Lab exercises

__________________________________________________________________

Note: Other classes such as NX Services, DMSII Usage and Administration, WFL, Operations, etc.

           are available on request by trained instructors.

ClearPath (CS, NX, LX, and Libra)

System Software (MCP) Upgrading Assistance From Integrity Services

1. On site system software (MCP) upgrade installation.

a. Instructions on the proper software to order from Unisys.

b. A WFL is sent to gather information to prepare your site(s) for software installation.

c. Full software installation of necessary files.  Unnecessary files are removed.

d. The Integrity Services' ClearPath Planning and Operations manual is provided.  One section is a step by step guide to system software installation.

e. Custom menugraphs will be upgraded.

f. Data communications protocols and firmware will be upgraded.

g. A WFL will be used to properly install Unisys IC CDRom (ATape) software.

h. NX Services will be upgraded for ClearPath users.

i. MCPvs (Scorpion) Software will be upgraded for an additional fee.

j. Databases will be upgraded for an additional fee.

k. Third party software will be upgraded for an additional fee.

l. On-site standby coverage after installation will be provided for an additional fee.

Standard Workdays [Monday-Friday (8-5)]




$1000/site

Holidays, Weekends, and Other Hours




$1500/site

2. Phone support system software upgrade installation assistance.

a. Instructions on the proper software to order from Unisys.

b. A WFL is sent to gather information to prepare your site for software installation.

c. Full software installation of necessary files.  Unnecessary files are removed.

d. The Integrity Services' ClearPath Planning and Operations manual is provided.  One section is a step by step guide to system software installation.

e. Custom menugraphs will be upgraded.

f. Data communications protocols and firmware will be upgraded.

g. A WFL is provided to install Unisys IC CDRom (ATape) software.

h. Databases will be upgraded for an additional fee.

i. Standby coverage after installation will be provided as addressed in [5] below.

Standard Workdays [Monday-Friday (8-5)]




$800/site

Holidays, Weekends, and Other Hours




$1200/site

3. Software upgrade preparation assistance.





$500

a. A WFL is provided to prepare your site for installation.

b. The Integrity Services' ClearPath Planning and Operations manual is provided.  One section is a step by step guide to system software installation.

c. Instructions on how to upgrade custom menugraphs.

d. How to upgrade your data communications protocols and firmware in 15 minutes.

e. A WFL is provided to install Unisys IC CDRom (ATape) software.

4. A WFL is provided to prepare your site for system software installation.

$250

A WFL is provided to install Unisys IC CDRom (ATape) software.

5.   Standby assistance is available with or without [1, 2, or 3] above (in 8 hour increments).

Standard Workdays [Monday-Friday (8-5)]
     
     $250 + $115 for each hour (or part) used

Holidays, Weekends, and Other Hours
        
     $500 + $173 for each hour (or part) used

Note:    Appropriate expenses will be added to all services rendered

Integrity System Doctor

______________________________________________________________________________

The Integrity System Doctor is intended to keep your computer safe and trouble-free.  It is a package of software with the supervisor as the central program directing functions, as needed or requested.  Stand alone software is also included to round out needed system functions.

______________________________________________________________________________

1. Software

Included are ten software packages that were written and are maintained by Integrity Services.  There are prices associated with each of the ten software entities belonging to Integrity Services.  They may be licensed individually or all ten items may be licensed collectively as a group called the Integrity System Doctor.  Functions include:

   System initialization setup



Automatic schedule for all jobs, tasks,

    On-line resource evaluation



    commands.... and more

 CPU, memory, disk space and queuing



    Station security




Extensive Security Reports Containing:

    Automatic Trojan scanning



    1. Security log-on errors with LSN.

    Maintaining System Options & Functions

    2. Userdata file modifications.

    Performance analysis reports


    3. Files that are created, removed, renamed.


Extensive professional reports on CPU,
    4. Databases that are opened and closed.


Memory, and Disk Utilization


    5. Coms configuration file changes.

    Mix task resource monitoring


    6. Security attribute changes.

    ODT and CANDE audits of all commands

    7. Data Comm configuration changes.

    Automatic disk backups 



    8. Logging option changes.

    Verify readiness for MCP upgrade


    9. Creation of privileged programs & libraries.

    Installation of Unisys ICTapes




        (formerly called ATapes)





    Safe delete and purge commands


Instant Alerts and Automatic response to:


    Library Verification




    1. Waiting entries

    2. Aborted tasks

Also:






    3. Any specified message

  1. Incident Reporting




    4. Any specified ODT entry

  2. Integrity Utility Program



    5. Intruders

  3. Marc Directives




    6. ATM error status

2. Maintenance
All Integrity software is warranted to perform as documented for one year from the date of the initial license.  The annual maintenance fee provides for the service of software beyond the one-year period.  With the maintenance, Integrity Services provides software that will run on future Unisys NX, LX, Libra, and CS ClearPath software releases (currently there is one release per year), and all enhancements to the software, as well as documentation changes and/or additions.

The Integrity System Doctor


The FBI's Computer Intrusion Squad and the Computer Security Institute recently surveyed top corporations and government agencies.  According to a special report in the June 14, 1999 issue of U.S.News and World Report, 30% of responders admitted that their computer systems had been penetrated from the outside and 55% had unauthorized access from the inside.  Proper security is only one aspect of a healthy computer, but it is a necessary one.

Other issues that need to be monitored and adjusted are processor usage (both necessary and wasted cycles), memory usage, available disk space, Trojan Horses (or dangerous programs), the overall health of all disk packs, system resources based on thresholds, valid backup information to restore a broken system, security access and attribute changes, and reports revealing who is touching critical information and special commands.  We certainly consider these when we install utilities on our PCs to keep them safe and trouble-free.

Integrity Services has a group of programs called the Integrity System Doctor, which is centered on our Supervisor and will accomplish these and other tasks.  This will be one central program that will fire off and maintain the needed routines to keep your Libra, NX, LX, or CS ClearPath computer safe and trouble-free.  There will be parameters so that you can adjust the Doctor to your computer; but it will come ready to install with default values that will take care of most computer systems.

Let me explain to you what the Integrity System Doctor will do so that you can assess your own computer installation and determine whether or not you are currently accomplishing these tasks, either with programs or manually.  Because of the complexities of an enterprise computer system the task is not as simple as it is with a PC.  The Supervisor from Integrity Services accomplishes some tasks today and will be the hub of the Integrity System Doctor.

The first thing that the Doctor will do is set the stage for the way you run your shop.  The Doctor will set your system factors, options, WFL queues, DLs, SLs, and all other related information about how you want to run your computer.  For more information on this subject refer to the January 1995 issue of the Integrity Journal or page 20 of the CS, NX, LX, and Libra Planning and Operations Reference Manual from Integrity Services.

The Doctor should monitor system resources, such as processor, memory and I/O usage, and report variations beyond thresholds that are established.  It should monitor the disk subsystem for available disk space on every disk and monitor disk queuing to report excesses there.  The health of disk drives, tape drives, and other devices should be monitored to ensure the healthy state of these devices.  In addition to short-term monitoring of system resources, the Doctor will have the ability (as does the Supervisor now) to do long-term performance evaluation and, with special assistance from Integrity Services' personnel, capacity planning too.

There will be an automatic scheduler for all monitoring functions as well as any other tasks desired so that Trojan scanning and creation of disk backups will be done on a scheduled basis.  Any command, series of commands, jobs, or messages can be done on a schedule.  Unattended operations is available with scheduling, and warnings will be issued to your pager for attention.  The disk packs will be scanned and verified when they are ready for the next system software upgrade.  Installation of Unisys IC CDRom software will be done by the Doctor when prompted to do so.

The Doctor will allow you to use a safe delete command instead of the remove command.  When you use the delete command, you will have the delete specifications restated to you and asked for a yes or no to proceed.  The same will be true for purging tapes.

A Trojan check will be run daily by default (you may specify any frequency you desire) and appropriate reports will be printed.  Changes to the Userdatafile, Datacominfo, and Coms Cfile will be reported.  Security errors, security attributes changes, Logging function changes, and special ODT commands will be monitored and reported.  Auditing of Cande commands will be reported daily or at whatever frequency you desire.

If desired, different environments by time-of-day may be established so that WFL queues and options may be changed as well as limiting certain stations to a list of valid usercodes by time-of-day.  It will be reported that passwords have been changed for usercodes and accesscodes when it happens, but the privacy of the passwords will be maintained.

By this you can see the extensive nature of the Integrity System Doctor.  You may be accomplishing these tasks now or may desire to do so in the future.  With the Doctor these tasks will be automated and regular.  Each system software release will necessitate upgrades in data that will be input into the Doctor.  Computer hacking is getting to be more frequent.  Even the White House has been invaded.  Security and system functions need to be monitored to provide a healthy environment for today's IT computer systems.

What Is The Integrity System Doctor Supervisor?

Many Libra, CS, LX, and NX Series users are not aware of the function of a Supervisor program.  If a Supervisor, such as the Integrity System Doctor, is defined to the MCP, the MCP will execute the Supervisor as the first program after a halt/load or a power up sequence.  The types of functions that a Supervisor can perform are many and varied.  I will discuss the main functions and, where possible, give examples.  In my opinion, a Supervisor is the most important utility program on your computer.  After reading what I will discuss, I hope that you will agree.

Many of you have had someone else install your software and set the system options, functions, factors, and all other related defines on how your system will operate.  If you were to lose your halt/load pack, how would you reinstate these invaluable setup defines after you replaced the broken pack?  If someone accidentally or on purpose changes a defined characteristic of the way your system functions, how would you know, and how would you reinstate it on your system?

The first thing that any good Supervisor does is to set the stage for the way you run your shop.  The Supervisor should set your system factors, options, WFL queues, DLs, SLs, and all other related information about how you want your system to function.  This should be done from a predefined file that allows you to document as well as initiate the establishing of your computer's environment from a system standpoint.  The job queues should be defined.  The system run time options should be set.  The disk location for system functions should be set.  The system libraries should be established.  The memory factors should be set and the ASD factor set.  The datacominfo file should be established.  Formed printers and transform functions should be established at this time.  Security and terminal lists should be re-established.  Other custom definitions that are applicable should be instated at this time.

A comprehensive Supervisor will not leave the mix after it sets the stage for operation.  It will remain in the mix and perform other functions when it is told and at pre-defined times.  A log of all that the Supervisor does should be written, preferably in the system sumlog.

Single commands and groups of commands that are executed as one should be defined.  Commands can be displays, ODT commands, WFL job initialization, Supervisor option commands, Supervisor recovery options, security options, terminal or station security lists, on-line resource evaluation thresholds, and interrupt situations.  Single commands or a group of commands should be capable of execution on demand.  They should, also, be available for an automatic scheduling mechanism.

An automatic schedule should be a part of any comprehensive Supervisor.  Any command, whether it is a job initiation, ODT command, or a group of Commands should have the capability of being defined to occur at any time during a 24 hour day, on specified days of the week, or on specific dates [month(s) and day].  This way regular occurring functions, whether monthly, weekly, quarterly, semi-annually, or annually, can be executed during attended or unattended operations.

The Supervisor should be capable of responding to a list of definitions of situations that may occur at any time.  An example of this is resource management.  If a disk pack's available sectors falls below a given threshold, the Supervisor should notify the operator.  If automatic action is desired, this should, also, be defined.  In the case of a pack family running out of space, an archive function could be initiated.  Another example would be that the Supervisor could establish that the processor usage exceeded a threshold for a given period of time and deliver a mix for the period of time sorted by the processor usage during that period of time.  If a memory threshold is exceeded, then produce a mix sorted by memory over the given period of time,  for an I/O threshold, a mix sorted by I/O over the period of time.  In the same way disk queuing thresholds may be used.  On-line resource evaluation is achievable and a Supervisor is the place for it to happen.

The Supervisor should have access to every message that goes through the system.  With this in mind, there is opportunity to respond to any system issue that one desires.  An example would be console control options.  Action could be taken when anyone tries to execute commands such as, MQ, FS, PR.  Yes, you can prevent priority changes.  You can even penalize those who try.  Also, privileged commands should be monitored.

The Supervisor should be flexible in its ability to change the system environment at any given time.  An example would be that you run on-line applications during the day and batch operations after five o'clock.  At five o'clock the Supervisor would use pre-defined queue limit changes to set up nightly operations.  Programs that are set up during the day may be compiled and tested after hours.  Queue priorities may be changed.  At eight o'clock in the morning, an on-line environment is re-established.  You may set up more than two environments, if needed.

The Supervisor is able to initiate and shut down data communications, suppress the visibility of tasks, prevent certain usercodes from using specified terminals at specified times of the day, prevent specific usercodes from accessing specified disk packs at specified times of the day.  Your data base pack family can be restricted to usercodes and terminals by time of day and day of the week.  Utilization and performance programs can be automatically initiated and terminated by the Supervisor, giving you timely utilization information.

A Supervisor could be used in conjunction with a tape library system to handle critical commands and tape data and functions.  Remember that the Supervisor can see any message that the MCP handles, and therefore take action, if it is pre-defined to happen.

For several years, I have been developing a Supervisor to handle many of the functions mentioned above.  I have found with user feedback that a CANDE file is the best place to define the system environment and place functions for the Supervisor.  It becomes easy to implement an automatic schedule, and because it is a CANDE file it is easy for new users to use quickly.  Changes can be made while the Supervisor is running, and the Supervisor will read the CANDE file when it is changed so it is always current.  Meta languages are confusing and require additional complex learning on the part of the user.

If you are considering using a Supervisor or evaluating one, I would suggest that it be comprehensive, flexible, and easy to use.  Make sure it has the functions that you want.  It should be flexible while it is executing and ease of use is certainly desirable.

As you can see, there is great capability in a Supervisor.  It can ease your mind by establishing your system the way you want it and monitoring it as it runs.  Commands may be introduced manually or by an automatic schedule.  On-line resource evaluation is a nice feature.  Logging is essential and recovery is desirable.  There should be a Supervisor recovery file for automatic scheduled commands that are not executed because the Supervisor is not running; ie when your system is down with a broken processor or disk pack.  When you bring it back up, what do you want to do with the scheduled events that did not happen?  The Supervisor should have options in this area too.

Once you implement a Supervisor and have it doing all these things for you, don't think about doing without it.  This is the handiest utility on your computer system.  By the way, if the Supervisor is protecting your system, then it should be able to protect itself against those who would try to circumvent it.  It should not be DSable, and probably not visible as an active entry.  It should protect itself even if it is removed from disk.  May you have good sailing with your Supervisor endeavor.

The Integrity System Doctor is the Supervisor available from Integrity Services.

Integrity System Doctor
System Doctor is a program executed on the CS, LX, NX, and Libra computers.  When run by itself as a supervisor it will perform the following functions and tasks:

     1. When initially started it will set up the software environment using previously declared

BOJ statements.


1. Job queue definitions


2. Setting and resetting system options


3. Setting memory factors


4. Setting DL locations


5. Setting SL definitions


6. Setting disk pack security


7. etc

     2. An Automatic schedule of jobs and commands may be established and be run on a 24

hour, 7 day selective basis or month, date, and time may be specified.


This option is useful in implementing unattended operations.

     3. Supervisor control commands which are monitored and placed in the system log for

reference through use of the LC syntax.

     4. A group of commands may be defined to be a single meaningful command for operations.

     5. Console response control options to limit or prevent:


1. MQ


2. PR


3. XS or FS


4. Jobs started from the console

*   6. Disk pack security (Optional function)


1. Disk pack usage is monitored


2. Unauthorized use is prohibited


3. Attempts to violate security result in the following



1. Violation is logged



2. Violation is displayed on the console



3. Station is cleared



4. Usercode is invalidated

            4. Data base extended security


1. Data base users must be verified by usercode and physical terminal



2. User must be declared as a database user in the USERDATAFILE



3. Privileged user status does not gain access to the database



4. Only database usercodes from valid terminals may access any file 


     (Input, output, or IO) on the database pack family

*   7. On-line terminal (station) security (With optional support library)


1. To use a critical usercode, a valid station name must be satisfied


2. Terminal lists may be automatically changed for off hour usage

     8. Privileged command monitoring (such as DCKEYINs - optional).

     9. Recovery of automatic commands not executed when the supervisor is not running.

   10. Inform operator of special formed print requests.

   11. On-line resource evaluation and reporting.

   12. File removes and tape purges may be interrupted by the Supervisor for validation.

          (Use LC Delete and Scratch commands).   

   13. Issue alarms and alerts for specified commands and defined situations.

*  A security support library and Generalsupport library are available with these additional functions.

Note:  Additional functions are included with the Integrity System Doctor.

Instant Alarms

Instant alarms may be activated for the Integrity System Doctor, Integrity Security Doctor, or the Integrity Super Doctor by setting desired options.  These options cover areas of security, operations, and system performance.  The instant alarms appear on the ODT and require an AX to terminate them.  Use of the messages option (CMSG) can also be used to send these alarm message to other locations, such as work stations and pagers.  There are examples of all of the options in the Doctor Control file.

1. On-line Resource Evaluation (Option ONRE).

When this option is set the Doctor reads the Control file to establish thresholds for observation and reporting.  The default thresholds are:

2410    LC ONLINERESOURCE  = O PROCLIMIT = 90     10.

2420    LC ONLINERESOURCE  = O MEMORY    = 200000 10.  

2430    LC ONLINERESOURCE  = O IO        = 12000  10.  

2440    LC ONLINERESOURCE  = O UNITQUEUE = .4      1.  

2450    LC ONLINERESOURCE  = O DULIMIT   = 100000 10.  

2460    LC ONLINERESOURCE  = O DULARGEST = 2000   10.
2. Command Monitoring (Option ODTA).

When this option is set the Doctor reads the Control file to establish a list of commands that will be reported, should they be executed.  The default commands are:

    
2660    LC ODTALARM    = A MP.           CHANGE PRIVILEGES IN A PROGRAM                                                                    

      2662    LC ODTALARM    = A+ CF.          CHANGE CONFIGURATION FILE.

      2664    LC ODTALARM    = A+ DL LOG.      CHANGE LOG LOCATION & UNSECURE OLD LOG.                                                                    

      2666    LC ODTALARM    = A+ DL USERDATA. CHANGE USERDATA LOCATION.                                                                    

      2668    LC ODTALARM    = A+ HU.          CHANGE HOST USERCODE.                                                                    

      2670    LC ODTALARM    = A+ SECURITY.    CHANGE SECURITY ATTRIBUTES OF A PROGRAM

      2672    LC ODTALARM    = A+ ID .         CHANGE DATACOM CONFIG FILE.                                                                    

      2674    LC ODTALARM    = A+ LG.          INFOGUARD LOG STATEMENT.                                                                    

      2676    LC ODTALARM    = A+ LOGGING .    CHANGE LOGGING OPTIONG.                                                                    

      2678    LC ODTALARM    = A+ MU.          ODT USERCODE CREATION.                                                                    

      2680    LC ODTALARM    = A+ REMOTESPO.   CREATE REMOTESPO.                                                                    

      2682    LC ODTALARM    = A+ RESTRICT.    INFOGUARD ODT RESTRICT.                                                                    

      2684    LC ODTALARM    = A+ SECOPT.      INFOGUARD SECURITY OPTIONS.                                                                    

      2686    LC ODTALARM    = A+ SL .         CHANGE SUPPORT LIBRARY.                                                     
3. Intrusion Detection and Isolation (Option INTR)

The Coms Cfile contains a list of all declared and acceptable stations allowed on the computer.  By configuring the system with an acceptable menu, security category, window list, and usercode, an assignment can be made to the default station such that any new station arriving on the system can be immediately identified and isolated.  When this option is set, the Doctor will recognize the new station and issue an alarm immediately.  The default Control file definition is:

      2690    LC INTRUDERALARM  = I SECURE.   INTRUSER USERCODE.

4. Copying or Replacing specified protected files

When this option is set the Doctor reads the Control file to establish a list of files that will be reported, should they be copied or replaced.  This option enhances the SourceTracker Software by notifying via an ODT Alarm those who try to beat the system devised to be used by SourceTracker.  This option may be used in conjunction with protecting files from unauthorized changes by having the Doctor maintain a copy of all SourceTracker files.  The default files are:

1600LC FILEALARM = K  (ITI)WFL/FTP.       .  DEFINE FILES TO PROTECT 

1610LC FILEALARM = K+ (ITI)WFL/ABORT.     .  AND SEND ALARM.         

Alerts

An alert is a notification that a specified event has occurred.  The event may be:

1. Any of the alarms above.

2. Any specified message that could pass through the system, such as:

a.   A program is Dsed.

b. Check ATM error activity and report it, including the ATM number.

a. Close errors.

b. I/O errors.

c. A message from a WFL.

d. Notification of an event.

3. Waiting entries.

4. Verification of active libraries.

Alerts are activated by setting a Doctor option associated with the event (CMSG, CHWT, or LIBF).  Definitions of the events are placed in the Doctor Control file.  There are many examples in the default control file that is sent with the software.  Some of the examples are ATM, WAITOF, and WMSG.

When the event happens, the definition in the control file determines what will happen.  For example, if a program is Dsed and the CMSG option is set, then a WFL will be started that places the DS message along with the program name and mix number into a file that will be transferred via FTP or NXServices to a workstation.  On the workstation a program will be waiting for the message and send it to an email address.  The email address may be associated with a cell phone which will ring and display the message.

In the situation of reporting error status of ATMs, the possible error messages are defined in the control file and initiated when the Doctor is initialized.  If the CMSG option is set then a message is sent to a cell phone specifying which ATM has had which error.  The CMSG option may be turned off and on by time-of-day.  In addition, for ATMs the status message for ATM number search must be specified.

UTILIZATION STATISTICS
When Do I Upgrade My Processor?

Performance Analysis

with

Utilization Software
Most computer users become aware of the inadequacies of their computer when it appears to slow down.  On-line response time may be getting longer between transactions or it may be moving to the limit of tolerance.  Batch jobs may be taking more time than they used to or maybe nighttime runs interfere with the daytime on-line work.  There are times when these situations happen quickly, but most often, it is a gradual process.

The things that cause a computer system to be degraded are not always a lack of processor power.  Memory, disk, and data communications need to be considered.  In addition, the system has factors, buffers, and many options that can be adjusted to improve performance.  DMSII users have several additional issues to consider from what other users need to examine.

It is generally not a good idea to have the hardware vendor, who wants to sell you another processor, evaluate your current system.  The vendor's bias may not permit a thorough investigation into the causes of current degradation or bottlenecks.  An independent analysis is always a wise decision.  Using the technical expertise of a disinterested third party will usually provide a more thorough and in-depth study of your computer system.

Since there are so many issues to consider, jumping to the conclusion that a bigger processor is needed may be a costly mistake.  There are many things to consider when a computer is experiencing degradation, be it temporary or permanent.  I could tell you about an A5F user who moved to an A6K dual processor system with double the processor and double the memory of the A5K and saw response time more than double, when it was expected to be reduced.  Once you spend the money, it is too late to go back.  Performance analysis is needed on all computer systems, but capacity planning is a pro-active means to apply performance analysis to a business plan and make decisions for the future when it will help most rather than making a panic decision when one is pressured by people and possesses inadequate information.

Capacity planning should start with the installation of a computer.  First a base line is established.  Then, performance information is gathered regularly.  How often data should be gathered is determined by many site circumstances.  One may gather performance data each week or month, but at least once a month.  A business plan must be established and updated over time.  An experienced performance analyst can use the business data and performance data as well as a knowledge of the applications running on your computer to make reasonable estimates of when you will need to increase or upgrade components of your computer system.  There may come a time for a whole new replacement, but usually needed resources can be updated to keep you operating at a reasonable performance level with a proper weight of economical considerations.

Performance analysis requires software tools, programs, to gather utilization data and then display it in useful graphs and reports so that it may be analyzed.  Most performance software, such as SMFII, have never been accused of being user friendly.  They are truly hard to read and understand.  Experienced performance analysts are required to accurately interpret the data and make recommendations.  It has been my attempt to make useful utilization reports available in my own performance software.  My recommendation is that every site should have performance software that creates easily understandable reports for people with limited computer knowledge.

Given that you have user friendly performance software and you have had a performance analyst perform a base line analysis for you; next, you are ready to start your own weekly or monthly performance monitoring.  With the proper reports, you can watch your computer grow and know what resources are growing most.  As long as you are not reaching a danger point (ie. out of memory) condition you should be able to monitor your own system.  When you have questions or concerns, you should have someone to call that you can rely on.  Once every six to twelve months you should have a performance specialist review your data to verify that you are progressing properly.  There may be a need for some adjustments at these intervals.

The point is that you, the user, can control your own performance analysis and use a specialist only when you have a need.  You should have a regular plan and compare your system growth with the plan.  Are you on course or do you need to make changes to accomplish your goals.  A specialist can make recommendations as to when you will need to consider adding or upgrading resources so that you can make the needed economical and operational plans.

You, the owner and user of the computer, should be in charge of how you use your computer and where you are going with it.  Don't let the computer and its supposed needs dictate to you how and what you are doing with it.  There will be areas of expertise that you will not have from time to time.  Establish ahead of time who you will use and trust in these areas.  Use people resources when needed.  Don't let your computer operations control you.  You take charge of you computer installation and get help when you need it.

Modeling is another issue that is often used in performance analysis and capacity planning.  It is a way of taking your present and forecasted workloads and having a modeling person or program recommend what resources you need or will need.  I have seen many forecasts by what has been called the premier modeling program in the computer industry.  It has proved helpful on occasion.

Most performance analysts are in favor of using modeling programs.  This is an area where I disagree.  It is a known fact that when the best modeling program gives its best results it has a 25% error factor.  More often than not this error rate is much higher than 25%.  It could be 50% or more.  I believe that there are a few people in the computer industry who can out-perform modeling programs.  I think that I can say without boasting that I have not made any recommendations in forecasting that have come as high as a 25% error factor.  I know others who can do the same.

Most any technical person that Unisys has can do a "SMFII analysis" and tell you that you need a bigger processor, maybe even the same one that the salesman wants to sell you.  My experience has been that a "SMFII analysis" is rarely a true performance analysis.

A performance analysis is not geared to selling hardware, although that may take place.  It is directed at revealing the true measurement of your computer system and giving steps to correct or improve the situation.  A capacity study or plan will further indicate a forecast of where your computer and its resources are headed and compare that with a business plan.  Recommendations will then be made on a planned course for a given period of time.  Performance studies should be made along the way to determine whether or not you are following your business plan and where adjustments are needed.

The bottom line is that you, the computer user, can chart your own future with your MCP Series computer.  With a little help from a performance specialist you can have confidence in your direction with computer resources.  With guidance and good software you can do most of the work.  You must understand how the MCP Series computer operates.  A brief presentation or seminar can give you the needed information if you do not already have it.

UTILIZATION STATISTICS

(For ClearPath MCP Computers)

Setup is not required.  Just load the files and start the job as follows:

COPY = FROM UTILIZATION

START JOB/U(240).....where 240 minutes is the desired sample time.

The job may also be run under a usercode, if desired.

Of the following available reports, 1, 2, 3, 5, and 6 are listed in the above job:


1. Summary information


2. Processor and I/O detail utilization statistics graph


3. Detail memory usage statistics graph


4. Unit queue detail report (For specified I/O units)


5. Subtotal summary information


6. Sorted mix report every <x> minutes

A selected time period may also be specified for the reports.

The first program is U/COLLECTOR.  It gathers all the necessary information and stores it in MEASUREMENTS, ENVIRONMENT, UNITSTATS, and MIXREPT (Disk files).  The internal value supplied to collector is a time value (in minutes) that it is to collect information (ie. RUN U/COLLECTOR("MIX 15");VALUE=30 will run the program for 30 minutes).  A sorted mix will be produced every 15 minutes.  Also, any accept message will cause collector to go to EOT.  The second program is U/STATISTICS.  It produces reports based on input specifications.  The following parameters are used at run time for U/STATISTICS:





Parameter Values

Summary only (default)........
Blank

Specify report times .............
RMT

Processor utilization..............
CPU

Memory usage ......................
MEM

Detailed unit queue report....
UR

Print a mix report..................
MIX

(The frequency of the mix is specified to U/Collector)

Report every n minutes.........
FREQ n
(Highlight overview)

Subtotal every n minutes......
SUBT n

Sort unit report by worst case
WORST n
(n = number of units)

Print disk only in unit report.
DISK

A few examples should illustrate the use of parameters:

RUN U/STATISTICS("CPU MEM"):

Processor, memory and summary reports

RUN U/STATISTICS("CPU RMT"):

Processor and summary reports for the specified time







period.  (Times are entered remotely at a terminal)

RUN U/STATISTICS("MEM SUBT 30"):
Memory, subtotals for 30 minutes, and summary reports

RUN U/STATISTICS("CPU FREQ 60"):
Processor report every 60 minutes

Note 1:  Subtotal and total reports include statistical reports showing average use of processor in eight
              different categories, IO rates and activities, ready queue activity, memory usage, unit queuing 
              and IO rate separated into reads and writes, and system environment reports.

Note 2: Unit numbers for detailed unit reports may be entered via a job file or remotely depending on
              the place of execution.

Executable program code and a JOB file with default settings are provided.

         Specify:  49.1, 50.1, or 51.1  Release

                                                                               SYSTEM UTILIZATION STATISTICS                                               VERSION 03.27.98 

                                         ***************************** 

                                         SAMPLING STARTED AT 06/21/98 @ 10:49:00. 

                                         SAMPLING STOPPED AT 06/21/98 @ 10:56:00. 

                      PROCESSOR UTILIZATION                    % OF 200 I/O'S PER SEC            MCP I/O  USER I/O  DC I/O TOTAL I/O 

                      *********************                    **********************            *******  ********  ****** ********* 

                                                 1                                             1 

             1   2   3   4   5   6   7   8   9   0   R     1   2   3   4   5   6   7   8   9   0 

          2570257025702570257025702570257025702570   Q  2570257025702570257025702570257025702570 (KB/SEC) (KB/SEC) (KB/SEC) (KB/SEC) 

          ----------------------------------------   -  ---------------------------------------- -------- -------- -------- -------- 

10:49:12 *MMIIOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  7 *MMUUUUU                                 *       6       80       0       86 

10:49:22 *MMIOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU *  3 *MMUUUU                                  *       8       63       0       71 

10:49:32 *MMIIOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  5 *MUUUUUU                                 *       6       99       0      105 

10:49:42 *MMIIOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  6 *MUUUUUU                                 *       7       98       0      106 

10:49:52 *MMIOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  2 *MUUUUU                                  *       4       78       0       82 

10:50:02 *MMIIOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  8 *MUUUUUUU                                *       7      102       0      109 

10:50:12 *MMMIOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUU *  4 *MMMUUU                                  *      16       53       0       69 

10:50:22 *MMMIIOOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUU*  9 *MMMMUUU                                 *      33       43       0       76 

10:50:32 *MMMIIOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUU*  8 *MMMUUUUUU                               *      16       41       0       57 

10:50:43 *MMIIOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU* 11 *MUUUUUUUUU                              *       4       62       0       66 

10:50:53 *MMIOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  5 *MMMUU                                   *      17       26       0       43 

10:51:03 *MMMIIOOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUU *  9 *MMMMMMUUUU                              *      34       47       0       80 

10:51:14 *MMMIIOOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUU*  9 *MMMMMMMU                                *      39       21       0       61 

10:51:24 *MMIOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  6 *MMMMUUU                                 *      33       40       0       72 

10:51:34 *MMMIIOOOOOOOOOOOOOOUUUUUUUUUUUUUUUUUUUUU*  7 *MMMMMMMMUU                              *      62       24       0       86 

10:51:44 *MMMIIOOOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUU * 10 *MMMMMMMMMU                              *      54       12       0       67 

10:51:54 *MMMIIOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUU*  8 *MMMMMMU                                 *      39       11       0       51 

10:52:04 *MMMIIOOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUU*  2 *MMMMMMMUUU                              *      40       52       0       92 

10:52:15 *MMMIIOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUU *  4 *MMMMMMUUUUU                             *      25       72       0       97 

10:52:25 *MMMIIOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  4 *MMUUUUU                                 *      20       71       1       91 

10:52:36 *MMMMIIOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUU*  6 *MMMMMMMU                                *      32       18       0       51 

10:52:46 *MMMIIOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUU*  2 *MMMMMMMU                                *      42       16       0       58 

10:52:56 *MMMIIOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUU*  3 *MMMMMMU                                 *      33       24       0       57 

10:53:06 *MMIOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  6 *MMMU                                    *      18       16       0       35 

10:53:17 *MMMIOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUU *  5 *MMMMMU                                  *      30       16       0       47 

10:53:27 *MMIOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  6 *MMMUU                                   *      14       34       0       48 

10:53:37 *MMIOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUU *  8 *MMMMMU                                  *      25       13       0       38 

10:53:47 *MMMIIOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  7 *MMMMMMUU                                *      26       29       0       55 

10:53:57 *MMIOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  9 *MUUU                                    *       3       44       0       48 

10:54:07 *MMMIOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  9 *MMUUU                                   *      10       45       0       55 

10:54:17 *MMIOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  5 *MUUUU                                   *       9       59       0       67 

10:54:27 *MMMIOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  6 *MMMUUU                                  *      19       26       0       45 

10:54:37 *MMMIIOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUU*  7 *MMMMMUUUU                               *      35       47       0       83 

10:54:47 *MMIOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  5 *MMMMMU                                  *      26       13       0       38 

10:54:57 *MMMIIOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  3 *MMMUUUUUUUU                             *      21       37       0       58 

10:55:09 *MMIIOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU*  5 *MMUUUUUUU                               *      17       27       0       44 

10:55:19 *MMIOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU *  2 *MMMMUU                                  *      17       27       0       44 

10:55:29 *MMMMIIOOOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUU*  2 *MMMMMMMUU                               *      46       19       0       64 

10:55:39 *MMMMMMMMIIOOOOOOOOOOUUUUUUUUUUUUUUUUUUUU*  0 *MMMMMMMMMUU                             *      40       21       0       61 

10:55:49 *MMMIIOOOUUUUUUUUUUUUUUUUUUUUUUUUUUUUUU  *  0 *MMMMMUUU                                *      19       39       0       58 

10:55:59 *MMMIIOOOOOOOOUUUUUUUUUUUUUUUUUUUUUUUUUU *  3 *MMMMMMMMMUUU                            *      24       36       0       60 

10:56:10 *MMMMMIIOOOOOOOOUUUUUUUUUUUUUUUUUUUUUU   *  2 *MMMMMMMUUU                              *      25       24       0       49 

                                        MEMORY UTILIZATION                                               VERSION 03.27.98 

                                        ****** *********** 

          0                   6                  13                  19                  25           MEMORY USAGE IN WORDS 

          MB                 MB                  MB                  MB                  MB   SAVE MEM  OLAY MEM AVAIL MEM TOTAL MEM 

         ----------------------------------------------------------------------------------   --------  -------- --------- -------- 

10:49:12 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV   *   1993175   2038218    162911   4194304 

10:49:22 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV   *   2005307   2049001    139996   4194304 

10:49:32 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV   *   2007434   2049299    137571   4194304 

10:49:42 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV   *   2008019   2051705    134580   4194304 

10:49:52 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV   *   2008204   2054693    131407   4194304 

10:50:02 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV   *   2012969   2066429    114906   4194304 

10:50:12 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2025775   2073585     94944   4194304 

10:50:22 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2045624   2085184     63496   4194304 

10:50:32 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2047943   2085857     60504   4194304 

10:50:43 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2045293   2083310     65701   4194304 

10:50:53 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2051600   2089120     53584   4194304 

10:51:03 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2066668   2075964     51672   4194304 

10:51:14 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2061036   2085036     48232   4194304 

10:51:24 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2070707   2076546     47051   4194304 

10:51:34 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2092902   2073059     28343   4194304 

10:51:44 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2094856   2070083     29365   4194304 

10:51:54 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2095066   2070256     28982   4194304 

10:52:04 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2113957   2056489     23858   4194304 

10:52:15 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2113829   2049840     30635   4194304 

10:52:25 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2108896   2054707     30701   4194304 

10:52:36 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2106742   2054459     33103   4194304 

10:52:46 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2118501   2050192     25611   4194304 

10:52:56 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2111362   2047376     35566   4194304 

10:53:06 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2115858   2041167     37279   4194304 

10:53:17 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2110031   2024250     60023   4194304 

10:53:27 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2113770   2040088     40446   4194304 

10:53:37 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2120139   2038548     35617   4194304 

10:53:47 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2121893   2039948     32463   4194304 

10:53:57 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2115936   2028267     50101   4194304 

10:54:07 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2124994   2033885     35425   4194304 

10:54:17 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2125827   2034004     34473   4194304 

10:54:27 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV  *   2122630   2015054     56620   4194304 

10:54:37 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2129751   2033363     31190   4194304 

10:54:47 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2139217   2024763     30324   4194304 

10:54:57 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2136747   2002960     54597   4194304 

10:55:09 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2131965   2030303     32036   4194304 

10:55:19 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2137459   2024057     32788   4194304 

10:55:29 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2145775   2018054     30475   4194304 

10:55:39 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2145631   2029144     19529   4194304 

10:55:49 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV *   2139537   2013894     40873   4194304 

10:55:59 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV*   2142456   2028039     23809   4194304 

10:56:10 *SSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV   *   2107681   1916037    170586   4194304 

STATISTICS OVER THE SAMPLE PERIOD :          01/16/98 @ 22:04:34 TO 01/16/98 @ 22:35:02

*********************************** 

PERCENTAGE OF MCP        TIME :      6.63 % 

PERCENTAGE OF I/O        TIME :      0.20 % 

PERCENTAGE OF USER       TIME :     76.35 % 

PERCENTAGE OF INIT PBIT  TIME :      1.30 % 

PERCENTAGE OF OTHER PBIT TIME :      0.00 % 

PERCENTAGE OF SEARCH     TIME :      0.00 % 

PERCENTAGE OF FALSE IDLE TIME :      0.00 % 

PERCENTAGE OF TRUE  IDLE TIME :     15.52 % 

AVERAGE READY QUEUE RATE      :      6.07 

AVERAGE OVERLAYS IN PROGRESS  :      0.00 

NUMBER OF MCP     I/O'S :     13573 (     7 PER SEC) 

NUMBER OF USER    I/O'S :    324164 (   179 PER SEC) 

NUMBER OF DATACOM I/O'S :      5214 (     3 PER SEC) 

NUMBER OF TOTAL   I/O'S :    342951 (   189 PER SEC) 

MCP     I/O RATE        :     10.77 KB/SEC 

USER    I/O RATE        :   1434.06 KB/SEC 

DATACOM I/O RATE        :      0.96 KB/SEC 

TOTAL   I/O RATE        :   1445.80 KB/SEC 

I/O INTERRUPTS          :      1.43 PER SEC 

AVERAGE SAVE  MEMORY    :    5295659 (25.25%) 

AVERAGE OLAY  MEMORY    :    8563316 (40.83%) 

AVERAGE AVAIL MEMORY    :    7112544 (33.92%) 

        TOTAL MEMORY    :   20971520 

       UNIT QUEUE DEPTH AVERAGES                                            UNIT I/O RATE      UNIT R/W RATE

    UNIT                                TOTAL        AVERAGE      UNIT TOTAL BYTES BYTES/SEC    R/W   R/W/Sec

UNIT 200  CIS[001]                       1013           5.60   PK  200   363836232   200130  R 74766   41.13

                                                                                             W   335    0.18

UNIT 204  LOAN[001]                       273           1.51   PK  204   885354594   486994  R 48449   26.65

                                                                                             W  9657    5.31

UNIT 201  DDA[001]                        258           1.43   PK  201   487838898   268338  R 15722    8.65

                                                                                             W 30150   16.58

UNIT 223  SORT[001]                       115            .64   PK  223    32858640    18074  R  1959    1.08

                                                                                             W  2293    1.26

UNIT 221  SAV[002]                         92            .51   PK  221   451573746   248390  R 13251    7.29

                                                                                             W 14509    7.98

UNIT  84                                   92            .51        84    98247020    17831  R  4202    2.33

                                                                                             W  2110    1.17

UNIT  54  DISK[002]                        80            .44   PK   54   345057384    26805  R  5121    2.85

                                                                                             W  6834    3.80

UNIT  47  B[001]                           76            .42   PK   47   317378340     5343  R   502    0.28

                                                                                             W  7301    4.06

UNIT  55  B[002]                           64            .35   PK   55   328449444    15000  R  1278    0.71

                                                                                             W  9305    5.17

UNIT 222  ATM[001]                         45            .25   PK  222   309453408    170216 R 11803    6.49

                                                                                             W   726    0.40

UNIT 212  DISK[001]                        28            .15   PK  212    10275870      5652 R  3608    1.98

                                                                                             W 18156    9.99

M O N I T O R

   This program  displays information  concerning  utilization of

system resources.  It takes a snapshot of the system and compares

this to its last snapshot.  It then reports the resources used in

the time between snapshots  by the various stacks and system-wide

accounts.   An input of 'STOP' or 'QUIT' terminates this program.

An input of 'LIST' directs secondary output to the printer.

The report content can be controlled by commands of the form:

-+--------------+------------+-------------------------------+--

 |              |            |                               |

 +- <resource> -+            +-- <integer> --+---------------+

                                             |               |

                                             +-- <integer> --+

Resource: selects a system resource as major category.

   P   Processor time.

   I   IO time.

   R   Ready Queue time.

   M   Memory usage.  (Save + Overlay)

   SM  Save memory usage.

   U   All Unit Queuing

   D   Disk Pack Queuing.

   C   Clear Disk Statistics.

   H   Help, this display.

   L   Secondary list on printer.

The first <integer>,  if present,  specifies the time  in seconds

between periodic reports.

The second <integer>, if present, indicates the number of 'tasks'

to be displayed.   The maximum for a screen is 21.   Specifying a

larger number will be ignored for screen displays,   but used for

printing.   If the first  <integer>  is  0  then this  'automatic

mode' is turned off.  If only a  <resource>  change is specified,

then only the choice of primary resource is changed.

               30 SECOND PROCESSOR UTILIZATION REPORT ( 31 SECONDS)

01/21/92 10:59:25             MIX# PR  Q PROCESS    IO     READY  MEMORY    SAVE

          TASK NAME                       (SECS)  (SECS)  (SECS)  (WORDS) (WORDS

(COMS37)OBJECT/PROGRAM/COMSCO 2999 50       2.28    0.00    0.10    6595    1563

(TEST)OBJECT/AUDITOR ON LINC  2122 50 50    0.31    0.07    0.02   34856   12397

SYSTEM/NETWORK/SERVICES/MANAG 8918 75       0.25    0.01    0.05    2974    2386

*SYSTEM/COMS ON PACK          2985 80       0.15    0.11    0.07   15390    4612

(UTOPIA)OBJECT/MIKE/COMS/LIGH 0781 74       0.11    0.00    0.03    8977    3363

(UTOPIA)OBJECT/MIKE/COMS/THUN 0782 74       0.08    0.00    0.00    7334    3196

MARC                          3022 91       0.08    0.00    0.02   32248    4617

*SYSTEM/SYSMON ON SITE        2994 99       0.07    0.00    0.00   41375   37692

*OBJECT/MAIL ON PACK          2127 50 50    0.05    0.10    0.00   19346   12511

(FIXES)NFT/FROM/MVD119        0837 75 50    0.04    0.10    0.12   30934   14609

*SYSTEM/CORPNET/X25 ON PACK   0238 50       0.04    0.00    0.01   25104   14930

SYSTEM/LCF                    8921 75       0.04    0.00    0.03    2796    2749

"NSP135/07"                   2943 80       0.03   29.28    0.01   18887   18690

(ERIKII)OBJECT/PROGRAM/ONLINE 3201 70       0.03    0.00    0.02   20589    3241

(UTOPIA)OBJECT/MIKE/COMS/DIRE 0779 74       0.03    0.00    0.53    6256    2971

"NSP108/00"                   2950 80       0.02   37.17    0.01   18887   18690

(ERIKII)OBJECT/PROGRAM/ONLINE 3203 70       0.02    0.00    0.03   19525    3185

"NSP134/06"                   2944 80       0.02   26.23    0.01   18824   18690

"NSP133/05"                   2945 80       0.02   28.67    0.01   18824   18690

"NSP138/10"                   2940 80       0.01   25.03    0.00   18824   18690

"NSP136/08"                   2942 80       0.01   31.09    0.00   18824   18690

"NSP137/09"                   2941 80       0.01   33.44    0.00   18887   18690

"NSP141/13"                   2937 80       0.01   32.26    0.00   18824   18690

(UTOPIA)OBJECT/MIKE/COMS/ALAR 0785 74       0.01    0.00    0.00    5999    2897

*OBJECT/RUNPM ON SYSSUPPORT   2081 50       0.01    0.00    0.00    5068    3970

"NSP131/03"                   2947 80       0.01   28.93    0.00   18824   18690

(GEMCOS)BACKUP                2960 80 50    0.01    0.00    0.00    1067    1067

(COMS37)OBJECT/PROGRAM/RTMON/ 2991 99       0.01    0.00    0.01   13217    2222

"NSP130/02"                   2948 80       0.01   31.84    0.00   18887   18690

"NSP110/14"                   2936 80       0.01   34.74    0.00   18822   18690

"NSP140/12"                   2938 80       0.01   33.66    0.00   18824   18690

"NSP139/11"                   2939 80       0.01   25.13    0.00   18887   18690

*SYSTEM/RJE ON PACK           9852 70       0.00    0.00    0.00   17996    4737

MAIL/ROUTER                   3358 60       0.00    0.00    0.01    4224    3529

*SYSTEM/PRINT/REMOTE/SERVER O 1639 80       0.00    0.00    0.00    5756    2482

"NSP109/01"                   2949 80       0.00   30.63    0.00   18822   18690

*SYSTEM/LOGANALYZER ON PACK   2128 50 50    0.00    0.00    0.12   29225    4787

"NSP132/04"                   2946 80       0.00   21.29    0.00   18824   18690

SYSTEM/STATION/TRANSFER       1906 75       0.00    0.00    0.00    8139    4238

(GEMCOS)PROCESSEVERYTHING     2963 70 50    0.00    0.00    0.00    2213    2213

STATUS/CHANGE/LFA15CD         2086 75       0.00    0.00    0.00    5014    3813

(DIAL)DIAL/DRIVER ON INCOMING 0942 60       0.00    0.00    0.00    6775    3661

(GEMCOS)OUTPUT                2962 70 50    0.00    0.00    0.05    5027    2900

(DIAL)DIAL/DRIVER ON INCOMING 0952 60       0.00    0.00    0.00    7680    3711

*SYSTEM/TMMTESTCOMS ON DCOMSU 6455 80       0.00    0.03    0.00    9054    4131

"NSP116/15"                   2935 80       0.00   30.43    0.00   18822   18690

"NSP117/16"                   2934 80       0.00   30.41    0.00   18822   18690

*SYSTEM/TMMTESTMCS ON DCOMSUP 2956 80 50    0.00    0.01    0.00   10255    9778

*FILE/TRANSFER                0836 75 50    0.00    0.00    0.00    9479    2673

TASKING/STATE/CONTROLLER      1681 75       0.00    0.00    0.00    3819    3559

*REMOTESPO                    3216 75       0.00    0.00    0.00    1774    1378

        30 SECOND UNIT QUEUE DEPTH AVERAGES         51 SAMPLES     ( 30 SECONDS)

01/21/92 13:32:40

     UNIT                                TOTAL        AVERAGE

UNIT 184  PACK[001]                        25             .5

UNIT 186  ASMAINT[001]                      2             .0

UNIT 187  ASMAINT[002]                      3             .1

UNIT 197  BACKUP[001]                       1             .0

UNIT 219  ERIKII[001]                       1             .0

UNIT 224  PSIS[002]                         2             .0

UNIT 227  DBAUDIT[001]                     35             .7

UNIT 248  IPRO[001]                        12             .2

UNIT 251  INCOMING[001]                     1             .0

        30 SECOND UNIT QUEUE DEPTH AVERAGES         62 SAMPLES     ( 30 SECONDS)

01/21/92 13:33:10

     UNIT                                TOTAL        AVERAGE

UNIT 184  PACK[001]                        32             .5

UNIT 186  ASMAINT[001]                      2             .0

UNIT 187  ASMAINT[002]                      3             .0

UNIT 197  BACKUP[001]                      23             .4

UNIT 219  ERIKII[001]                       1             .0

UNIT 224  PSIS[002]                         2             .0

UNIT 227  DBAUDIT[001]                     46             .7

UNIT 248  IPRO[001]                        15             .2

UNIT 251  INCOMING[001]                     1             .0

        30 SECOND UNIT QUEUE DEPTH AVERAGES         73 SAMPLES     ( 31 SECONDS)

01/21/92 13:33:41

     UNIT                                TOTAL        AVERAGE

UNIT 184  PACK[001]                        41             .6

UNIT 186  ASMAINT[001]                      2             .0

UNIT 187  ASMAINT[002]                      3             .0

UNIT 197  BACKUP[001]                      30             .4

UNIT 219  ERIKII[001]                       1             .0

UNIT 224  PSIS[002]                         2             .0

UNIT 227  DBAUDIT[001]                     57             .8

UNIT 248  IPRO[001]                        15             .2

UNIT 251  INCOMING[001]                     3             .0

        30 SECOND UNIT QUEUE DEPTH AVERAGES         84 SAMPLES     ( 30 SECONDS)

01/21/92 13:34:11

     UNIT                                TOTAL        AVERAGE

UNIT 184  PACK[001]                        51             .6

UNIT 186  ASMAINT[001]                      2             .0

UNIT 187  ASMAINT[002]                      5             .1

UNIT 197  BACKUP[001]                      35             .4

UNIT 219  ERIKII[001]                       1             .0

UNIT 224  PSIS[002]                         2             .0

UNIT 227  DBAUDIT[001]                     68             .8

UNIT 248  IPRO[001]                        15             .2

UNIT 251  INCOMING[001]                     3             .0

Features and Security Options Implemented Using CANDE

             Implemented on  49. or 50. or 51. level Software     

 *  1. CANDE automatically locked.

 *  2. Permit Family and MCS commands for specified users only.

     3. Disk limiting and utilization reporting (DU)*.

 *      Each user may see his disk usage by typing DU.

     4. Destination routing by location to remote printers.

 *  5. Tasknames listed for systems users for ?WHERE.

 *  6. Timelimit logoff for no activity on a terminal (BUMP).

        Auto log off of users may be done if there is no usage of a terminal for a specified time limit.

        A systems user may set bump time up to 15 minutes.

        ?BUMP ON activates this command.

        ?BUMP OFF cancels this feature.

 *  7. CANDE interface for:

 *     1. Electronic Mail (MAIL).

 *     2. An on-line help program (HELP).  Implemented by Unisys on 4.1.

 *     3. A remote printing program (RMT).

 *  8. Expanded COUNT information (?COU).

        A systems user may use ?MOST to re-establish the most value if the tankfile is removed.

 *  9. CANDE test option (?TEST  off, warn, restrict).

        A systems user may set the test option to any value at any time; Example: ?TEST WARN.

        ?BLITZ terminates all non-system users and sets test to restrict.

                 (Only systems users can use Cande)

 * 10. Console messages for specified users (KEY or RD).

          Type KEY or RD followed by the command. Usage may be:

       1. Specified commands, such as read only.

       2. All commands including read and write.

 * 11. Associate control station functions with systems usercodes.

    12. Assign CANDE output to trainid EBCDIC96.

 * 13. Allow LAISSEZFILE = 6 for special stations.

          Allows remote printers without CANDE verification.

    14. Initialize CANDE INFO options to specified defaults.

    15. Deny MCS transfer if MCS is not running (For specified users).

  16. Password aging and management (Requires support library).

 * 17. Audit trace of all commands by all users with station ID, usercode,
         accesscode, date, and time of each command.

   18. Calculator functions for terminal users (CALC).

        (See following pages for documentation)

* CANDE version available with these options set including

   Generalsupport library Userdata interface for extensions.

CANDE Audit


The Cande audit is controlled by two new Cande commands.  The first command is: ?Audit.  There are four options.  If no parameter is specified the current setting is displayed.  The three parameters available are set, reset, and new.  Set and reset do the obvious and new terminates the current audit file and starts a new one.  If the audit option is reset, then new will set the audit and use a new audit file name.


The second command is Audit.  This will run the program, System/Audit, and request an audit file name.  The audit files will be under the directory Audit and have a unique name that includes a date and time stamp.  The default setting when Cande is started is reset.  These commands are only available to Cande control stations or system users.  This is a new category of Cande user, which is specified in the userdatafile with the extentions specified in a standard format userdata patch to System/Generalsupport.  This attribute allows control station functions to be assigned to a usercode instead of a station.  These and other attributes are documented in the Makeuser extensions on pages 58-59.

There are three options when running the audit program, System/Audit:

Run the program and enter the file to be printed.

Example: RUN SYSTEM/AUDIT

Run the program and print the last audit produced.

Example: RUN SYSTEM/AUDIT;VALUE = 1

Run the program and print all audits.

Example RUN SYSTEM/AUDIT;VALUE = 2

Note: To run any of the above options with Cande: RUN $SYSTEM/AUDIT

Output from CANDE Audit

CANDE TRACE AUDIT        AUDIT/CANDE/2005/07/28/075217

     CANDE COMMAND                                                         DATE      TIME    USERCODE          ACCESSCODE       LSN

                          STATION NAME

FILE                                                                    07/28/2005 08:23:52  KITE                               0170

                          ODT/4/CANDE/1

MAKE DATA                                                               07/28/2005 08:24:49  TEST              OLD              0170

                          ODT/4/CANDE/5

?WM                                                                     07/28/2005 08:25:01  TEST              OLD              0170

                          ODT/4/CANDE/5

G SYMBOL/AUDIT                                                          07/28/2005 08:25:21  KITE                               0170

                          ODT/4/CANDE/1

P                                                                       07/28/2005 08:25:35  KITE                               0170

                          ODT/4/CANDE/1

?CALC 5*#A                                                              07/28/2005 08:25:57  KITE                               0170

                          ODT/4/CANDE/1

RD U                                                                    07/28/2005 08:26:10  KITE                               0170

                          ODT/4/CANDE/1

DO CANDE/STARTUP                                                        07/28/2005 08:34:50  KITE                               0171

                          DCDLP_TDSTA10/CANDE/1

 SO CASED                                                               07/28/2005 08:34:51  KITE                               0171

                          DCDLP_TDSTA10/CANDE/1

file                                                                    07/28/2005 08:34:55  KITE                               0171

                          DCDLP_TDSTA10/CANDE/1

rd a                                                                    07/28/2005 08:35:11  KITE                               0171

                          DCDLP_TDSTA10/CANDE/1

DO CANDE/STARTUP                                                        07/28/2005 08:36:09  KITE                               0128

                          DCDLP_TDSTA10

 SO CASED                                                               07/28/2005 08:36:11  KITE                               0128

                          DCDLP_TDSTA10

rd u                                                                    07/28/2005 08:36:25  KITE                               0128

                          DCDLP_TDSTA10

file system                                                             07/28/2005 08:36:39  KITE                               0128

                          DCDLP_TDSTA10

?audit new                                                              07/28/2005 08:37:30  KITE                               0128

                          DCDLP_TDSTA10

?CALC Command and SYSTEM/CALC

        (You need to be logged on to Cande to use ?CALC)

The ?CALC CANDE command provides you with a small "desk calculator" when working at a timesharing terminal. You type in an arithmetic expression,

and it returns the value of that expression. For example: ?CALC 2+2.

SYSTEM/CALC provides you with a program to make these calculations

and assign them to variables.

Numbers:

The calculator works with both base 10 and base 16 numbers. Base 10 numbers are formed in much the same way as FORTRAN constants. Base 16 numbers are preceded by a pound sign (#) and may have no fractional or exponent part.

Examples of valid numbers:

          12          -34                         Integers

          0.3         3.45          -3.2          Decimal numbers

          12E4        3.47E+05      0.47E-2       Exponent notation

          #C          #1FA5         -#3A7         Hexadecimal numbers

Arithmetic operations:

Operations are performed from left to right on a priority basis.  Parentheses may be used freely to force operations to be done in a specific order.  Thus, 3+5*2 gives 13, since multiplication is performed before addition, but (3+5)*2 gives 16 since parentheses force the addition to be done first. Available operations, in priority order (first to last) are:

   Operation   Priority        Meaning

       **        4        Exponentiation (associates right to left)

       *         3        Multiplication

       /         3        Division

       MOD       3        Remainder upon integer division;

                             thus 5 MOD 3 gives 2

       DIV       3        Integer division; thus 50 DIV 7 gives 7

       +         2        Addition

       -         2        Subtraction

       =         1        Assign to variables (associates right to left)

Two special operators are provided for use with trigonometric functions; DEG and RAD. DEG multiplies the number preceding it by PI and divides by 180.0 (convert from degrees to radians); RAD multiplies the number proceeding it by 180.0 and divides by PI (convert from radians to degrees).  DEG is probably more useful, since trigonometric functions expect their arguments to be in radians.  Thus, to take the sine of 45 degrees we would type:

          ?CALC SIN(45 DEG)

Functions:

Last, but not least, the calculator comes with the following array of

functions:

   FUNCTION                      MEANING
   ABS(X)         absolute value of X

   ACOS(X)        arccosine of X (-1<X<1)

   ASIN(X)        arcsine of X   (-1<X<1)

   ATAN(X)        arctangent of X

   ATAN2(X,Y)     arctangent of X/Y

   ATANH(X)       hyperbolic arctangent of X

   COS(X)         cosine of X

   COSH(X)        hyperbolic cosine of X

   COT(X)         cotangent of X

   DEC(X)         represent X as a decimal number upon output

   EBCDIC(X)      represent X as a string upon output

   ENTIER(X)      first integer algebraically less than X

   ERF(X)         value of standard error function at X

   ERFC(X)        complement of value of standard error function at X

   EXP(X)         E to the X (2.71828**X)

   FIRST1(X)      location of the leftmost nonzero bit of X, plus 1

   GAMMA(X)       value of gamma function at X

   HEX(X)         represent X as a base 16 number upon output

   INT(X)         first integer algebraically less than X + 0.5

   LGAMMA(X)      natural logarithm of gamma function at X

   LN(X)          natural logarithm of X (X>0)

   LOG(X)         logarithm to the base 10 of X (X>0)

   MAX(X,Y,...Z)  maximum of X, Y,...Z

   MIN(X,Y,...Z)  minimum of X, Y,...Z

   NABS(X)        negative absolute value of X

   ONES(X)        number of nonzero bits in X

   PART(X,Y,Z)    takes Z bits from X starting at position Y

                  same as ALGOL X.[Y:Z]

   SIGN(X)        returns -1 if X is less than zero

                           0 if X is equal to zero

                           1 if X is greater than zero

   SIN(X)         sine of X

   SINH(X)        hyperbolic sine of X

   SQRT(X)        square root of X (X>=0)

   TAN(X)         tangent of X

   TANH(X)        hyperbolic tangent of X

   TRUNC(X)       truncates fractional portion of X

Notes:

 1) All trigonometric functions work with radians. Thus

    SIN(45) and ACOS(0.5)

    mean "sine of 45 radians" and "value n radians of the arccosine of

    0.5". To use degree notation, you need

    SIN(45 DEG) and ACOS(0.5)RAD

 2) You must give at least two values to the MAX and MIN functions.

 3) The functions DEC, EBCDIC, and HEX do not alter their arguments;

    only the way in which they will be printed. Thus,

    ?CALC DEC(#C1)          prints 193

    ?CALC EBCDIC(#C1)       prints "A"

    ?CALC HEX(193)          prints #0000000000C1

General comments:

Blanks may not appear within a number except around the "E" in exponent

notation. Thus,

   12.0 E +4 means 12.0E+4 or 120000

   120. 357  means two numbers; 120.0 and 357

Functions may be nested ten deep.

Parentheses may be nested twenty deep. Thus, the following are legal:

   (((((3.5 + 0.5)))))

   SQRT(ABS(MIN(SIN(.35),COS(TAN(.4)))))

If you make an error in your expression (such as a missing parenthesis,

two numbers in a row, etc.) you will be given an appropriate error

message.

                                     -40      60

The range of valid numbers is from 10    to 10  .

*The following are available only with the utility program, SYSTEM/CALC:

 1. Variables:

    The calculator provides you with 26 variables, cleverly named

    A through Z. Their original value is 0.0 when you enter the

    program. You may reset them all to zero at any time by typing

    CLEAR when the program prompts you.

 2. Constants automatically recognized:

         PI          3.141592653589

         EE          2.718281828459 (note that we use two E's since the

                                     single E is a variable name)

         RNF         #FFFFFFFFFFFF (a value of all bits on)

         AVGDRO      6.025E23 (Avogadro's number)

         PLANCK      6.624E-27 (Planck's constant in erg-seconds)

Running the program:

To access the program from CANDE, type:

   RUN $SYSTEM/CALC
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MAKEUSER

Additional USERDATA-related items used in the Integrity Services version of CANDE are listed below.

SYSTEMS          - If SYSTEMS is set the usercode is able to have CANDE control
                   station functions associated with it and use the powerful 
                   CANDE KEY or RD commands.  SYSTEMS is the highest privilege 
                   a usercode can have.  The CANDE KEY and RD commands allows 
                   console commands at the terminal for this usercode.

SPECIAL          - The KEY and RD commands for this usercode have access to a
                   limited number of console commands that are generally read 
                   only. Priority and subspaces are also not restricted.

UDAYSWARNING     - The number of days a warning will be issued prior to the 
                   usercode being made inactive.

APASSWORDAGING   - Sets password aging for accesscodes.  Implemented with 
                   SENTRY/SUPPORT.

ADAYSACTIVE      - The number of days that an accesscode will be valid after 
                   the accesscode password has been changed.

ADAYSWARNING     - The number of days a warning will be issued prior to the 
                   accesscode being made inactive.

EXECUTEONLY      - The only valid commands for this usercode will be RUN, 
                   EXECUTE, PASS, APASS, START, and BYE.

STAFF            - Allows the identifying of local staff.  Implemented with 
                   Sentry Supervisor or any user implementation.

FACULTY          - Allows the identifying of local staff.  Implemented with 
                   Sentry Supervisor or any user implementation.

STUDENT          - Allows the identifying of local staff.  Implemented with 
                   Sentry Supervisor or any user implementation.

CONSULTANT       - When set clear and ready of stations are permitted.

MCSCAPABLE       - This user option must be set to allow MCS transfer.

FACAPABLE        - This user option must be set to allow disk family changes.

DISKLIMIT        - Disk limits for each user by family. The limits are in 
                   sectors and are specified for each family by using a site 
                   defined index.

DUCHECK          - Disk file limits are enforced for this user.

DIALUPUSER       - Permits a user to use a dial in line.
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DBUSER           - Permits a user to use a database during normal working
                   hours.  Implemented with Sentry Supervisor.

LATEUSER         - Permits a user to use the database after hours.  Implemented 
                   with Sentry Supervisor.

MCSRUNNING       - Do not allow MCS transfer unless MCS is running.

TALK             - When reset messages from other users are denied.

SPOMSG           - When reset message from the console are denied.

BEEP             - When set the bell is rung for each message.

DCALGOL          - This option must be set to use DCALGOL with modified
                   compiler.

DMALGOL          - This option must be set to use DMALGOL with modified 
                   compiler.

NEWP             - This option must be set to use NEWP with modified compiler.

DEFAULTCPUTIME   - Default CPU time limit for each task.

DEFAULTLINES     - Default printlimit for site printers.

DEFAULTDESTLINES - Default printlimit for destination printers.

MAXCPUTIME       - The maximum CPU limit for each task.

MAXLINES         - The maximum printlimit for site printers.

MAXDESTLINES     - The maximum lines printed at a destination printer.

DEFAULTDESTNAME  - Default destination associated with usercode.

Care should be taken in using the resource limiting version of CANDE since the following are initial defaults:

DEFAULTCPUTIME = 600

MAXCPUTIME     = 999999

MAXLINES       = 100000

MAXDESTLINES   = 2000

FACAPABLE      - false

MCSCAPABLE     - false

For ease of implementation it may be helpful to be familiar with the MAKEUSER DEFINE and DEFAULT usage documented on pages 10-9 through 10-11.

Integrity Utility Program

   The options available with the Integrity Utility program are:

 1. The Utility/Replace option will allow a search or replace of the first occurrence of any string of characters for all files under a directory, on a disk pack, or on the entire system (all disk packs).  It will ask for a disk pack name ('ALL' for all disk packs), a directory name ('=' for all files), whether the function is to be a search or replace, the input string of characters, and, if needed, the new string of characters.  Allowance is made for strings of unequal size.  All search and replace strings are case sensitive and use the string as a literal string (it will be found even if it is embedded).  If a new string of characters will cause an overflow of the line, then the replace is not done and an appropriate message is given.  Other error messages are given when the directory does not exist or files are not the correct type for searching.

For a before and after image of the files, perform a search and then a replace of the same input string of characters.

        Examples - RUN SYSTEM/UTILITY("S/R") - This is the interactive mode; answer prompts.



   RUN SYSTEM/UTILITY("S/R PROD JOB REPLACE USER=ADM USER=ACT")



   RUN SYSTEM/UTILITY(“S/R DISK (ITI)WFL SEARCH USER=ITI”)

    2. Copy any tape. (The tape must be UL'ed)

        Example - RUN SYSTEM/UTILITY("COPY")

         Additional parameters to copy any tape desired as is from any density and track to any tape
         (NRZ, PE, or GCR, etc.) follow:

   Column Data
        1     'COPY'

        5     'V' For variable length blocks otherwise blank.

        6     Maximum size of data blocks (if known) for 5 digits in number of words.

               Note: Blank assumes 6144 characters or smaller.

       11     'D' To ignore double tapemark otherwise blank.

       12     'BCL' for a 7 track tape, ‘EVEN’ for an even parity tape and ‘HEX’ to list hex records.

       21     'LABEL' to create labeled tape; followed by the tape label desired and terminated by a period.

                'SKIP' to skip files; followed by the number of files (Labeled output tapes only).

      Example: RUN SYSTEM/UTILITY("COPY 00816 BCL EVEN LABEL NEWTAP. SKIP 1")

      Note:    Program must be DS'ed when copying a tape if 'D' is in column 11 (Ignore double 
                   tapemark).  DS when input tape is turning and output tape has stopped.

    3. Read and print any tape.. (The tape must be UL'ED)

        Example - RUN SYSTEM/UTILITY("READ")

        Note: All options are the same as 'COPY'

    4. Read any tape and print the number and size of records in each file.  Optionally, records in each
       file may be printed by specifying the number of lines to be printed for each file in columns 6-10.

       Examples
- RUN SYSTEM/UTILITY("SCAN")

                        - RUN SYSTEM/UTILITY("SCAN 00002")

       Note: All options are the same as  'COPY'

    5. Copy an NX and A Series system library tape, a printer backup tape, or a user tape with a

        damaged label creating a new label of the proper format.  (The tape must be UL'ED).

        Example - RUN SYSTEM/UTILITY("FIXHEADER")

    6. Run a tape diagnostic which examines the quality of a magnetic tape.  Read and write parity
        errors as well as data errors are shown on a graph according to where they exist on the tape.  

        Cleaning the tape should eliminate bad areas due to dirt accumulation.

        Examples
 - RUN SYSTEM/UTILITY("TAPEDT GCR").

                         - RUN SYSTEM/UTILITY("TAPEDT").

        To read and verify the tape created on one tape drive on other tape drives add 'VERIFY' to the 
        run option string.

        Example - RUN SYSTEM/UTILITY("TAPEDT VERIFY")

        Note: By default a 2400 foot, 1600 BPI tape is assumed.  To change these parameters add 'SPO' 
                  to the run option string.  Then, options may be entered from the ODT.

        Examples
- RUN SYSTEM/UTILITY("TAPEDT SPO")

                        - RUN SYSTEM/UTILITY("TAPEDT VERIFY SPO")

    7. Check the number of records in the files on a tape with the block count in the trailer labels of 
        those files.  (The tape must be UL'ED).

        Example - RUN SYSTEM/UTILITY("CHECK")

    8. Make an NX and A Series system printer backup tape from a printer backup disk file.  Optionally,

        the file may be copied from tape before creating the printer backup tape.  After 'PBDTOPBT'

        the file name must appear.  If the file needs to be copied the word 'LOAD' must be placed

        between the 'PBDTOPBT' option word and the file name.

        Examples
- RUN SYSTEM/UTILITY("PBDTOPBT FILE1.")

                           RUN SYSTEM/UTILITY("PBDTOPBT LOAD FILENAME.")

    9. Print a tape directory of a B1000 library tape created by SYSTEM/COPY.  Optionally, a tape 
        label may be specified.

        Examples
- RUN SYSTEM/UTILITY("TPDIRS")

                        - RUN SYSTEM/UTILITY("TPDIRS MYTAPE")

        Note: A maximum of 999 files are permitted.

  10. Load all files from a B1000 library tape created by SYSTEM/COPY.  Optionally, a tape label 
        may be specified.

        Examples
 - RUN SYSTEM/UTILITY("B1700LOAD")

                         - RUN SYSTEM/UTILITY("B1700LOAD WIDTAP")

        Note: A Maximum of 999 files are permitted.

  11. Load files from a V Series library tape and, optionally, print a printer backup disk file.  The 
        parameter list consists of the string 'B3500LOAD' followed by the tape name and the file 
        names.  If the first file is a PBD file and it is to be printed the string must be 
        'B3500PBDLOAD' followed by the other parameters.

        Examples
- RUN SYSTEM/UTILITY("B3500LOAD TAPE FILE1 FILE2")

                        - RUN SYSTEM/UTILITY("B3500PBDLOAD TAPE LST25L")

  12. Create a V Series printer backup tape from an NX or A Series printer backup tape.

        Example - RUN SYSTEM/UTILITY("MAKEPBT")

  13. Print the files on a V Series printer backup tape.

        Example - RUN SYSTEM/UTILITY("PRINT")

        A '1' must be in column 6 if  PBTB was not set on the V Series when the backup tape was 
        created.

        Example - RUN SYSTEM/UTILITY("PRINT1").

         When printing the files on the backup tape an accept message asks for the printer number of 
          the physical line printer to be used.  When the tape file is assigned it prints all files on that 
          tape without closing the printer file.

  14. The System Software Release level may be changed for any code file.

        Example - RUN SYSTEM/UTILITY("CODE").

                Answer the prompts for file name, mark level and release level.  SSR may be substituted 
                for mark level.

  15. The SECURE function will change all code files on any disk pack to Secured.

        Set task value to 1 for a list at your station.  All files will be listed on the printer.

        Example – RUN SYSTEM/UTILITY(“SECURE PACK”).

Instructions For Running Program Incident


This program has the ability to update a master file of incidents on computer interruptions and give a selective or complete report of these incidents for any given time period.  In addition, monthly reports beginning with January 19XX up to the present month may be requested with a graph of performance.  Other options include this list of instructions and a list of all incidents (in brief) for the time period considered for the report.  Whatever option or options that you desire may be obtained from the parameter cards described below.


A report giving number of errors for the reported time period by peripheral unit and mainframe component is included with any of the graph options.


When the incident master file is updated, the following options are allowed:


1. A record may be added.


2. A record may be deleted.


3. A record may be modified.


The following format shows the data card layout:


1. An add has 'TRN' in columns 1-3 or 'A' in column 1 and places the information in the file.


2. A delete has 'D' in column 1 and removes from the file the record with the record number 
                in columns 4-7.


3. A modify has 'M' in column 1 and for the appropriate record it changes only the
                non-blank fields.


4. An open incident has 'N' in column 1 and inserts only the information on the record.  No 
                editing is done as this incident is not final and may contain incomplete information.


5. 'ZERO' in columns 1-4 allows data in columns 5-76 to be entered in record zero of the 
                data file for future use.

The first record (record zero) of the database of incidents (TRN) has the following format:

TRN should be created with the first record matching the following format before adding data.  This is easily accomplished with CANDE.  When you have finished type Save Nocr.

Column       Parameters
1-6 Beginning date of recorded incidents.

7-12 Computer mainframe type

 13-18          
Second computer, if used

 19-24

Third computer, if used

 25-64

Customer heading for reports

Incident Report Parameter Records

 Column       Parameters
         1

'*'
(Required)

         2

'I'
For Instructions



'U'
For update (Interactive execution)



'L'
For list of incidents (Optional)



'F'
For an incident form on the printer (Optional)




       See note in columns 4-8

         3

'R'
For report



'A'
For monthly reports and graph




       Plus unit number report



'G'
For monthly reports and graph starting with




       January of the third year (Optional)




       Plus unit number report



'S'
To report statistics on time to repair(Only)

     4-8


Scheduled hours (Default is calculated when blank)




     Note: This field is also number of forms when the form option (F) is used

         4

'W'
For report of the last week

         4

'Y'
For report of year to date

   9-14


Beginning date for 6 digits (Report or graph)

 15-20


Ending date for 6 digits (Report or graph)

 21-24


Ending time cutoff for last day, 4 digits (Optional)

 25-28


Report graph percent increment (Default .4)

       29

'P'
For projected month statistics column 3 must be 'G' (Optional)

 30-35


Ending or cutoff date, default: Current date




       Column 3 must be 'G' (Optional)

 36-44


Reason codes to be reported (Include 1-9);  List numbers or 'ALL'

 45-48


Filter start time (Default 0000)

 49-52


Filter stop time (Default 2400)

       53

'S'
Summary page after each report page

 54-59


System included in this report (Default all)



Additional Parameter Records, If Used.     

Parameter cards 2 through N allow the schedule hours for any date or dates to be changed (24 hours designates the whole day as customer usage for the system.  The purpose is to get accurate statistics when an organization operates less than 24 hours per day and/or less than 7 days per week.

Column       Parameters
        1

'*'
(Required)

        3


Beginning date for 6 digits (Scheduled hours)




       This is the starting date for adding scheduled hours.

 13-72


Daily scheduled hours - Separated by commas or blanks




       and terminated by a comma, blank, or semicolon.



Format Of Incident Data Records

 Column       Data
     1-3
       Transaction code (TRN, MOD, DEL, N, ZERO)

     4-7
       Sequence number - Right justified

   8-13
       Date (Month, Day, Year)

 14-15
       Reason code (Final resolution)

 16-19
       Time down - Military time (24 hour clock)

 20-23
       Time up   - Military time (24 hour clock)

 24-29
       Date up   - (Month, Day, Year)

 30-31
       Code shown in parenthesis behind each item on form,


       (01-24) : Code # 1

 32-33
       Code # 2 (Optional)

 34-35
       Code # 3 (Optional)

 36-39
       Unit number, where appropriate - Right justified,


       where not appropriate - blank

 40-41
       If memory, memory module
(Software)

 42-43
                          Memory cabinet, or MCM

       44
                          Logical module
(Physical)

 45-48
       Repair time

 49-52
       Impact factor, "." In column 48

 53-58
       Reel number of magnetic tape used for memory dump.

 59-66         Reference number
       

 67-68
       Reserved for expansion. 

 69-80
       Comment or system designation

Seq_____________              Date_________             Respond #_________

Shift___________            System_________       CSC Reference #_________

UCF #___________

                     INCIDENT REPORT ANALYSIS

 Reason for Failure____________________(Code and Operators Initials)

 Final Resolution______________________(Code and CE or Systems Initials)

 Director Signoff______________________(Data Processing Director or Mgr)

   Reason Codes:  1 = Hardware,              2 = Customer Software,

                  3 = Unisys Software,       4 = Environment,

                  5 = Customer Human Error,  6 = Unisys Human Error,

                  7 = Unknown,               8 = Bad Media(Tapes,Packs..),

                  9 = Not a Problem,        10 = Management Decision,

                 11 = Third Party Hardware, 12 = Third Party Software

 Time of Failure____:____(24 hour clock)  ____:_____(Repair time)

 Time Back Up   ____:____(24 hour clock)  __________(Date if applicable)

               Affected Equipment (Use Unit Number)

 Total System(01)____ CPU(02)______________ Memory(03) Mod______________

 IOP(04)_____________ DataComm(05)_________ Reader/Sorter(06)___________

 Printer(07)_________ Punch(08)____________ Console(09)_________________

 Tape Unit(10)_______ Tape Cont(11)________ Disk Pack(12)_______________

 Air Cond(13)________ Disk Exchange(14)____ Disk Controller(15)_________

 Power(16)___________ DLP(17)______________ Impact Factor(18)___________

________________________________________________________________________

          Action Taken

 Unscheduled Cold-start(21)   __________

 Cool or Warm Start(22)       __________

 Halt/Load(23)                __________

 Non Fatal Dump(24)           __________

 If dump was taken: REEL NO = __________

 Incident Description (Operator)

________________________________________________________________________

 Analysis of cause of failure (Systems or Customer Engineer):

 Routing: Operations to FE or Systems to Director to Manager of Operations

PROGRAM TAPELIBRARY


  This program has the capability of:


  1. Creating and updating a file of tapes, serial numbers,


         locations and associated information.


  2. Listing the file of tapes in serial number order.


  3. Printing a catalog of tapes by serial, location,


         or alphabetical order.


  4. Adding and modifying records in the file at a terminal.


  The name of the data file is TAPES.


  The information contained in the data file is as follows:


  COLUMN     DATA


  ------     ----


     1 -   6 SERIAL NUMBER OF TAPE FOR 6


     7 -  35 UNUSED


   36 -  70 TAPE LABEL


   71 - 105 JOB    TITLE


 106 - 110 REEL NUMBER


 111 - 130 LOCATION


 131 - 136 DATE CREATED


 137 - 142 PURGE DATE


 143 - 148 DATE CLEANED


 149 - 154 TAPE DENSITY


 155 - 174 COMMENT


 175 - 180 TIMESTAMP (DATE ADDED)


  The tape library system contains the following files:


  1. TAPES



- The data file (created at first use)


  2. OBJECT/TAPELIBRARY
- Object code for tape library


  All files are stored on a disk pack called DISK which may be family equated.


The Tape library program is run interactively to create, modify, and delete data records.  Reports are also started during the interactive run.  (ie. RUN TAPELIBRARY)


On-line help is available at any time by entering HELP.

           SERIAL NUMBER LIST OF TAPES                      06/10/04                                               Page    1                                                

  SERIAL    TAPE LABEL                    REEL    CREATE   PURGE    CLEAN    TAPE          JOB TITLE             COMMENTS                                                           

                                                     DATE     DATE     DATE   LENGTH                                                                                                

  000001 PAYROLL                            00001   050404   080804   000000   3600   WEEKLY PAYROLL                                                                                

  000002 MASTER FILE                            1   050104   080104   000000   3600   MONTHLY UPDATE                                                                                

  000003 MASTER FILE                        00002   050104   080104   000000   3600   MONTHLY UPDATE                                                                                

  000004 DISK BACKUP                        00001   061004   010105   000000   60M    WEEKLY BACKUP             KEEP OFF SITE                                                       

  000005 PACK BACKUP                        00001   061004   010105   000000   60M    WEEKLY BACKUP             KEEP OFF SITE                                                       

  000006 PARTS INVENTORY                    00001   060104   090104   050104   90M    DAILY RUN                 INVENTORY                                                           

  000007 INVENTORY MASTER                   00002   060104   090104   040104   90M    WEEKLY RUN                                                                                    

  000008 PERSONEL RECORDS                   00001   060704   090704   030104   90M    DAILY                                                                                         
Trojan Horse Security Software

(Trojan Scan)


The Security Trojan Horse Software from Integrity Services is a program that may run in two different modes.  First, it may run in a batch mode and report all potentially dangerous programs on a specified disk pack or all disk packs.  Second, it is an interactive program that will scan a user specified disk pack and interactively report dangerous programs that may be removed or stored in a database of acceptable programs.  The capabilities and potential problems imposed by each of the following categories vary with each category.  A brief description has been enclosed to state one such problem, but there may be others as well.  Each program presented to the user will fit into one or more of the following categories:

1. Bootfile program

- Contains the instruction set for the processor

2. MCP code file

- Contains operating system capabilities

3. ESPOL code file

- Previous language of MCP (privileged constructs)

4. DCALGOL code file
- Allows DCKEYIN intrinsic to perform ODT commands

5. DMALGOL code file
- Allows DCKEYIN intrinsic to perform ODT commands

6. NEWP code file

- Compiler for MCP, etc. (privileged constructs)

7. BINDER code file

- Combines different code files including any of the above

8. Privileged Program

- Eliminates any security verification for file access

9. Compiler code file

- This property allows creation of code files

To run in the batch mode, see examples below or the example WFL included with the software.

To run in the interactive mode, log onto Cande or Marc and type the following:


RUN *SYSTEM/TROJANSCAN(“<disk name>”)

Each file, when encountered in the interactive mode, will be presented to the user for action.  The allowable actions that the user must specify are:

1. Remove
- the file is permanently removed.

2. Ignore
- the file will remain on the disk pack

3. Safe
- The file will remain on the disk pack, but information about the file will be
stored in a file (TROJANFILES) that will allow it to be automatically verified as a good file in subsequent executions of the Trojan program.  By using this option the user is determining that the file is safe.  If the safe file is replaced by another code file of the same name in the future, this fact will be reported in future executions of the Trojan scan program.

Run Time Options

1.   Direct all output to a printer – Set run-time option value to 1.

      Example: RUN *SYSTEM/TROJANSCAN(“DISK”); VALUE = 1

2.   Convert all printer output to uppercase – Add ‘LTU’ parameter after disk pack name.

      Example: RUN *SYSTEM/TROJANSCAN(“PROD LTU”)

3.   Print only Dangerous Programs – Set run-time option value to 2.

Example: RUN *SYSTEM/TROJANSCAN(“Payroll LTU”); VALUE = 2

4. Print all programs – Set run-time option to 4.  Helps to find a bad file on disk.

Example: RUN *SYSTEM/TROJANSCAN(“DISK”); VALUE = 4

Note 1: A Job file is included and will illustrate run statements that will examine several or all disk packs.

Note 2: Dangerous file attributes and categories will be expanded as new Trojan issues are discovered.

I n t e g r i t y     M A R C     D i r e c t i v e s

Two libraries of Marc directives are available from Integrity Services that allow one or more of a group of functions.  The Marc entry point (or call) to a Directive Library is a facility supported by Unisys.  These libraries, like any library, act as an extension of the system software which calls or links to them.  Therefore the libraries should be protected as locked tasks so that a DS has no effect.  If one is DSed, Marc and Coms will also be DSed.  The Marc Directives available in the first library are:

1. Limited ODT commands available to everyone (Look but not change).

2. Prevent Run and Start commands for all non-system users.

3. Allow News command for all non-commandcapable users.

4. Security and dialog information for a station's current session (Info and More).

5. Eliminate the Quit Coms command for all Marc stations.

6. Eliminate the use of the GO command for non-system users.

7. Allow WFL Print for non-commandcapable users.

8. Eliminate the use of the PA command for non-commandcapable users.

9. Eliminate the use of the CO command for non-commandcapable users.

10. Allow Status command for non-commandcapabe users.

11. Prevent the use of MCS transfer for non-commandcapable users.

The second library differs from the first in that function number 2 above is replaced by:

2. Allow Run and Start commands for all non-commandcapable users or a specified user list.

You may have one or more or all of these directives active at any time.  Marc Directives are retained over halt loads.  A Directive Library will thaw (de-link or go to end of task) when all functions have been 'de-installed' from Marc, so that a graceful shutdown or replacement of a Directive Library can be done without issuing a DS or quit to Marc and/or Coms.  The syntax for the installation and de-installation of Directives follows:

For Installation, you may use the Marc Direct menu (e.g. Go Direct) or use the following:

Installation: From the Marc Action line enter:


DIRECTIVE + ODT

= (usercode)MARC/DIRECTIVES ON packname


DIRECTIVE + INFO

= (usercode)MARC/DIRECTIVES ON packname


DIRECTIVE + MORE
= (usercode)MARC/DIRECTIVES ON packname


DIRECTIVE + QUIT

= (usercode)MARC/DIRECTIVES ON packname


DIRECTIVE + GO

= (usercode)MARC/DIRECTIVES ON packname


DIRECTIVE + START
= (usercode)MARC/DIRECTIVES ON packname


DIRECTIVE + WFL

= (usercode)MARC/DIRECTIVES ON packname

De-installation: From the Marc Action line enter:


DIRECTIVE - NEWS


DIRECTIVE - QUIT

 
DIRECTIVE - ODT


DIRECTIVE - GO


DIRECTIVE - INFO


DIRECTIVE - RUN


DIRECTIVE - MORE

DIRECTIVE – START

Password Aging From Integrity Services

In this day of more sophisticated security enforcement and those who desire to break security systems, password aging is becoming more desirable.  Many auditors are making it mandatory for their computer systems.  This feature is now affordable and installation is flexible, easy, and maintainable.

What exactly is password aging?  It is the ability on a computer to allow passwords to age in time to the place where usercodes are prevented from use if the password is not changed.  In other words, once a usercode's password has exceeded a pre-determined length of days, it must be changed or no one will be able to use it.  When the password is changed, the usercode is made usable for the specified number of days.

The password management system from Integrity Services has been expanded to include passwords for usercodes and passwords for accesscodes.  Accesscodes are the only convenient way to share usercodes on the NX and A Series computer and retain individual identity for each and every log-on.  In addition, the password management system will give warnings to users a specified number of days before the password will expire, allowing one to work without stoppage when the password expires.

The Integrity Services password management system will operate with COMS (MARC) or CANDE.  In fact, it is the only password management system known to me that will operate with COMS (MARC) and CANDE for passwords of both usercodes and accesscodes.  Usercode and accesscode information is maintained in the userdatafile along with the other security attributes.  Extensions have been made to the userdatafile to allow accesscode attributes.  A security support library is at the center of the password management system.  This is the standard Unisys mechanism for extended security on Libra, NX, LX, and CS computers.  By using the standard security support library, there is an interface for other MCSs.

Additionally, the Integrity Services password management system allows for a minimum password length and limited password re-use.  It uses a COMS processing item and a new MARC menu for user password changes.

You may question why both MARC and CANDE log-ons must be protected with password management.  It is because once a person has logged on to MARC, that is not the end of log-on possibilities.  This same user may go to the CANDE window and change usercodes.  It is this changing of usercodes that must have password protection to preserve the integrity of the password management system.

______________________________________________________________________________

Password Aging & Management Software (Unlimited time license)

Any Libra, LX, NX and CS Computer and transferable when you upgrade


Integrity Services offers a password management system that includes password aging.  The package enforces password aging for MARC users as well as CANDE users.  Packages that do not address both MCSs have a severe hole in them.


This package also, addresses the issue of usercode passwords and accesscode passwords.  Where there is any sharing of usercodes and files under the same usercode, accesscodes are necessary to ensure security.  If password aging is desirable or mandated by auditors, then it must include accesscode passwords.  If you have attempted to find such a product, you probably have been unsuccessful until now.

______________________________________________________________________________

Sentry Support

Sentry Support is a library that may be assigned as the system security support library.  CANDE must be modified to allow the calling sequences for the functions 1 - 7 below.  MARC uses a processing item.  There is also an interface for other MCSs.  Secured station (terminal) restrictions require the Integrity System Doctor to function.

Functions Supported:

1. Password aging for usercodes.

A password for a usercode must be changed within a given time-frame designated by DAYSACTIVE or the usercode will be made inactive.  UDAYSWARNING allows a warning message to be given to users (at the time that they sign on) a specified number of days before the usercode will be made inactive.

2. Password aging for accesscodes.

A password for an accesscode must be changed within a given time-frame designated by ADAYSACTIVE or the accesscode will be made inactive.  ADAYSWARNING allows a warning message to be given to users (at the time that they sign on) a specified number of days before the accesscode will be made inactive.

3. Limiting password re-use for a specified number of changes.

A password may not be re-used when a password change is attempted.  The default number is 8.  The former password file size must be increased to raise this value.

4. A minimum character length for a usercode may be enforced.

5. A minimum character length for a password may be enforced.

6. The number of concurrent sessions for Marc may be limited to a specified number.  When the 

      limit is reached all further log-on attempts will be denied.

7. Special optional functions.  Any one or multiple options may be selected.

a. A password may be required to contain at least two letters and one number.

b. At least three characters must be different from the previous password.

c. After changing a password, it cannot be changed for seven days.

d. When a password should expire, the user will be given a specified number of warnings
    before the password really expires.

e. The password will automatically expire after 150 days without change.

8. Secured station (terminal) restricted use.

Only designated usercodes may be permitted to use terminals (stations) specified in a database (list) for specific timeframes of the day.  All other usercodes will be denied access to these terminals.  These designated usercodes will also be denied access at other times of the day.  The database of stations may be changed dynamically by time-of-day.  The designated usercodes may be changed dynamically by time-of-day.

Note 1:  For options 1-8, userdatafile additions must be made to the generalsupport library.

Note 2:  For option 8, Integrity System Doctor from Integrity Services is required.

Password Aging Installation

1. Password aging is established by loading the following software files onto the LX, NX or A Series computer.  The three usercoded programs may be loaded under any usercode that you choose; and it should be a usercode under the oversight of the security administrator.


SENTRY/SUPPORT


PASSWORD


APASSWORD


SYSTEM/CANDE


SYSTEM/GENERALSUPPORT/xxx
(Where xxx is the release number)


(SUPER)SYSTEM/MARC/MENUGRAPH/ENGLISH/PASSWORD


(SUPER)PWAGER


(SUPER)OBJECT/ACCESSPWAGING

2. Then the following steps must be done:


SL GENERALSUPPORT = SYSTEM/GENERALSUPPORT/xxx


SL SECURITYSUPPORT = SENTRY/SUPPORT

3. The code file (SUPER)PWAGER is a COMS library that contains one processing item.  This processing item, PWWARN, must be established for the MARC output agenda.


The process for establishing the COMS processing item is first to make (SUPER)PWAGER a COMS library using the COMS utility.  Then PWWARN must be created as a processing item.  The MARCOUTPUT agenda must be created if it does not exist.  The processing item must next be included in a processing item list that is established for MARCOUTPUT.  If the processing item list does not exist you must create it.  If you are not familiar with the COMS utility, use the following steps.

Detailed instructions:

Type 'ON UTILITY' on the Marc action line and transmit.

Type 'L' on the choice line and transmit.

Type 'CR' on action line with:


Library name =

PWAGER


Library Title =


(SUPER)PWAGER ON <disk>


and transmit.

Type 'GO PI' on the action line and transmit.

Type 'CR' on the action line with:


Processing-Item Name =
PWWARN


Actual Name =

PWWARN


Library Name =

PWAGER


and transmit.

Type 'GO PIL' on the action line and transmit.

Type 'IN' on the action line with:


Processing-Item List Name = 
MARCOUTPUT


and transmit.

If MARCOUTPUT does not exist then Change ‘IN’ to ‘CR’ otherwise

            change 'IN' to 'MO' on the action line with:


Processing-Item Name =
PWWARN


and transmit.

Type 'GO A' on the action line and transmit.

Type 'IN' on the action line with:


Agenda Name =

MARCOUTPUT


and transmit.

If MARCOUTPUT does not exist, then create it and have it point to MARCOUTPUT PIL.


Processing-Item List           = MARCOUTPUT


and transmit.

Type 'GO P' on the choice line and transmit.

Type 'CR' on the action line with:


Program Name = 

PASSWORD


Maximum copies = 

1


Remote-File Interface = 
Y


Remote Users = 

1

and transmit.

Change the program name to 'APASSWORD' and Title to ‘APASSWORD’

And transmit the whole screen.

Type 'GO W' on the action line and transmit.

Type 'CR' on the action line with:


Window Name = 

PASSWORD


Window Type =

R


Maximum Dialogs =

1


Notify on Open =

Y


Remote-File Program =
PASSWORD

and transmit.

Change the window name to 'APASSWORD' and the Remote-File Program to 'APASSWORD'


And transmit the whole screen.

Type 'HO' on the action line and transmit.

Type '?CLOSE' on the action line and transmit.

4. IMG (Interactive Menugraph Generator) must be run to replace the USER menu in your MARC menugraph library at your software level.  You accomplish this task by copying the USER menu from the menugraph shipped to you into a copy of the system menugraph that you are using, thus creating your custom menugraph.  If you have no custom menus then you may use the menugraph shipped with Password Management software and skip to step 5.  

Detailed instructions:

At the ODT copy SYSTEM/MARC/MENUGRAPH/ENGLISH as 

(SUPER)SYSTEM/MARC/MENUGRAPH/ENGLISH/xxx where xxx is the

current software release (for SSR 50.1 use 501).

At the MARC home menu of usercode Super, type 'TOOLS IMG' on the choice line and transmit.

Enter task number '1' and 'system/marc/menugraph/english/xxx' and transmit.

Transmit the next screen as it is.

Type 'DELETE' on the choice line and transmit.

Type 'USER' for the Name of screen to be deleted and transmit.

Type 'COPY' on the choice line and transmit.

Enter Menugraph of screen = SYSTEM/MARC/MENUGRAPH/ENGLISH/PASSWORD

        Name of screen to be copied = USER

        New name for copied screen  = USER

        and transmit.

Type 'SAVE' on choice line and transmit.

Type 'QUIT on action line and transmit.

At the ODT enter:

       SECURITY (SUPER)SYSTEM/MARC/MENUGRAPH/ENGLISH/xxx PUBLIC IN

5. Usercode password aging is initiated by setting the option PASSWORDAGING in the USERDATAFILE for a desired usercode and assigning the custom menugraph [(SUPER)SYSTEM/MARC/MENUGRAPH/ENGLISH/xxx] to the desired usercode.  For accesscode password aging the option is APASSWORDAGING, but the menugraph name is the same.  DAYSACTIVE (or ADAYSACTIVE for accesscodes) must be set to a value greater than zero.  ACCESSCODENEEDED must be set for accesscode password aging.  UDAYSWARNING, ADAYSWARNING, MINUCLEN, and MINPWLEN are optional.  DATESTAMP will be set automatically by the MCP to a value of today's date + DAYSACTIVE.  You may set DATESTAMP manually to a smaller value to require a user to change his or her issued password.  Setting DATESTAMP to a desired date forces the use of usercode password aging.  Accesscode password aging will be activated at the first use of the accesscode and the accesscode password must be changed that day by the user.  These and other USERDATAFILE attributes are described on the next page.  MINPW and MAXPW must be set to 1 for usercode passwords, but MAXPW must equal 0 when using accesscode passwords only.

6. In order for a user to change a password, he or she must select USER on the choice line of the Marc home menu.  In order to change a usercode password, choose CHG on the choice line.  To change an accesscode password select CHGAPW.  For these selections to be operative, windows and programs must be established using the Coms Utility.  Use the following steps, which are also listed in step 3.

Detailed instructions:

Type 'ON UTILITY' on the Marc action line and transmit.

Type 'P' on the choice line and transmit.

Type 'CR' on the action line with:


Program Name = 

PASSWORD


Maximum copies = 

1


Remote-File Interface = 
Y


Remote Users = 

1

and transmit.

Change the program name to 'APASSWORD' and transmit the whole screen.

Type 'GO W' on the action line and transmit.

Type 'CR' on the action line with:


Window Name = 

PASSWORD


Window Type =

R


Maximum Dialogs =

1


Notify on Open =

Y


Remote-File Program =
PASSWORD

and transmit.

Change the window name to 'APASSWORD' and the Remote-File Program to 'APASSWORD'


And transmit the whole screen.

Type 'HO' on the action line and transmit.

Type '?CLOSE on the action line and transmit.


After all files have been loaded, the libraries have been SLed, the COMS utility items have been created and modified, and IMG has been run to replace the USER menu, at least one usercode must have the appropriate attributes set to values that activate password aging for that usercode.  You must issue a QUIT to COMS and re-initialize COMS to use password aging.  COMS will then establish a link to the security support library (SENTRY/SUPPORT).  CANDE must be re-initialized for the same reason.

Re-Instating Expired Passwords


In the event that a usercode becomes inactive due to the usercode password exceeding the age limit the only way to re-instate the use of the usercode is to change the date in DATESTAMP.  This means the security administrator must have access to SYSTEM/MAKEUSER.


In the event that an accesscode becomes inactive due to the accesscode password exceeding the age limit the only way to re-instate the use of the accesscode is to change the date field in the accesscode password file.  This file is separate because one date field in the Userdatafile will not be sufficient for multiple accesscodes.  In order to change the date field for accesscode passwords the utility, ACCESSPWAGING, may be run using CANDE or MARC.  You will be prompted for usercode and accesscode.  Enter them and the current date field will be displayed.  Enter the desired date field and then enter STOP to terminate the utility.  Because of the security implications the ACCESSPWAGING utility should reside under the security administrator's usercode and this usercode should only be used by the security administrator and his or her backup.

Userdatafile Attributes used by the Password Aging System:

PASSWORDAGING
Sets password aging for usercodes.  Implemented with SENTRY/SUPPORT.

DAYSACTIVE
The number of days that a usercode will be valid after the usercode password has been changed.

UDAYSWARNING
The number of days a warning will be issued prior to the usercode being made inactive.

DATESTAMP
The date the usercode expires (Date form – mm/dd/yyyy).

APASSWORDAGING
Sets password aging for accesscodes.  Implemented with SENTRY/SUPPORT.

ADAYSACTIVE
The number of days that an accesscode will be valid after the accesscode password has been changed.

ADAYSWARNING
The number of days a warning will be issued prior to the accesscode being made inactive.

CONCURRENT
The minimum number of sessions allowed at a point in time.

MINUCLEN
The minimum number of characters required in a usercode.  The length of a usercode can be from 1 to 17 characters.

MINPWLEN
The minimum number of characters required in a password.  The length of a password can be from 1 to 15 characters.

LETTERSNUMBERS

The password must contain at least 2 letters and 1 number.

CANNOTCHANGECOUNT
7 days must elapse before another password change may occur.

DIFFERENT
At least 3 characters must be different from the previous password.

WARNING
A specified number (Warningcount) of warnings will be issued after a password expires.

WARNINGCOUNT

The number of warnings issued after a password expires.


*ACCESS is the name of the accesscode password security file.  It is maintained by SENTRY/SUPPORT.  It can only be accessed by a privileged user or program.  *FORMER is the name of the file containing the list of former passwords.  It is also maintained by SENTRY/SUPPORT and can only be accessed by a privileged user or program.  These two files must be backed up and maintained with the same frequency and care that is used with the USERDATAFILE.

Log Reporter And Statistical System

This set of programs will gather sumlog information and produce statistical reports.  The first program will extract information from the sumlog and build a database with this data.  This database may be updated with new sumlog data at regular intervals.  The data base would contain selected information based upon report needs.  The report program will print various reports based on input specifications.

LOG/EXTRACT is the program that reads the sumlog files and builds the database with data based on the input specifications.  LOG/REPORT is the reporting program that takes input specifications, reads the database, and produces a report or reports.  Details on the input specifications for both programs are on the following pages.

Program Resource Statistics

EOJ and EOT information is used to report on all programs within the time limits of the sumlog information.  Reports may contain number of occurrences of programs run as well as processor usage, I/O usage, ready queue usage, lines printed, and elapsed time.  In addition, programs may be grouped by categories as you choose.  Currently there are four category classifications.  Programs may be related to any of the categories.  The last category is used to group all programs not assigned to one of the other categories.

Example files containing the customized report headings, billing specifications, and file specifications for the category classifications are included.  A sample WFL job is included.  It contains examples of execution specifications.

Sorting of report information may be done by any report category, such as number of occurrences, CPU time, or I/O time.

Features

1. The ability to gather resource statistics of every program execution on the computer system, individually or by usercode, or by directory.

2. The ability to report the resource usage of each program and establish a database of these statistics.

3. The ability to combine groups of programs by function and present totals 

of their usage.  The current groups include:


1. System programs


2. External programs


3. Internal programs


4. Overhead programs

4. The ability to sort reports by any report category.

Billing Module

This is the portion where you assign a value in dollars and cents to one or more resources that programs use when they execute on your computer.  This may be added to disk storage information to assign values to what computer resources individuals or groups of individuals are using.  The information may be used internally for office use or budgeting or it may be used for billing the users of your computer.  Users may be grouped by usercode or by other means that you choose.

Security Module

When security is selected all security information that is stored in the log will be reported.  There are system options which determine what and how much information is written to the system sumlog.  After you select your customized security options, then the log extract program will build the database with this information in it.  The log report program will then be able to produce security reports.  These reports are helpful for security auditors.

Security information available includes the following:


1. Security log-on errors.


2. Userdata file modifications.


3. Files that are created, removed, and renamed.


4. Database opens and closes.


5. Coms configuration file changes.


6. Security attribute changes.


7. Data Communications configuration changes.

8. Logging option change.

9. Creation of privileged programs and libraries.


10. Security Alarms in the audit file.

Getting Started

The following files and programs are used by the Log Reporter and Statistical System:

LOG/LOGDB

The log database.

LOG/SYSTEM
A CANDE file that specifies your organization heading and lists files in the system category.  One file name per line.

LOG/EXTERNAL
A CANDE file that specifies your organization heading and lists files in the external category.  One file name per line.

LOG/INTERNAL
A CANDE file that specifies your organization heading and lists files in the internal category for resource reports.  One file name per line.  This file is also used for security reports of programs that are executed in the stated timeframe.

LOG/FILENAMES
A CANDE file that optionally contains names of files that are to be eliminated from the security report.

LOG/USERCODES
A CANDE file that optionally contains directories or usercodes that are to be included in the security report.

JOB/LOG
A generalized sample WFL job to execute the programs if you choose not to run them interactively.

JOB/LOG/SECURITY
A sample WFL job geared specifically to security reports.

LOG/EXTRACT
The program that extracts information from the sumlog files (either 

SYSTEM/SUMLOG or SUMLOG/= and either creates or adds to a database.  Options may be listed in any order.




Options include:




All

All sumlogs will be used to add data to the database.




BOJ

BOJ records will be added to the database.




EOJ

EOJ records will be added to the database.




BOT

BOT records will be added to the database.




EOT

EOT records will be added to the database.




Security
Records containing security relevant information will be






added to the database.




Datacomm
Records containing data communications changes






information will be added to the database.




Setstatus
Records containing setstatus changes information will be






added to the database.

A continuation of the files and programs used by the Log Reporter and Statistical System:

LOG/REPORT
The program that creates reports from data in the log database.  Options 

may be listed in any order.  Alarm must be used by itself.




Options include:




All

All programs will be used for the report.




CPU

Processor information will be in the report.




IO

I/O information will be in the report.




RQ

Ready queue information will be in the report.




Elapsed
Elapsed time information will be in the report.




Lines

Lines printed will be in the report




Charges
Report charges based on the billing information.




System

System programs as specified will appear in the report.




External
External programs as specified will appear in the report.




Internal
Internal programs as specified will appear in the report.




Overhead
Overhead programs as specified will appear in the report.


Alarm

List all alarms in the audit file or files.

(Must be only option except Last may be included).





Last

Only last alarm audit will be printed.



Security
Security and userdata elements will be reported.



FilterNX
Eliminate reporting NX security errors from implicit





logon attempts.




Datacomm
Data communications changes will be reported.




Logging
Logging option changes will be reported.




List

List report options.




Enable

List enable and disable records in the Coms Cfile.




Bdate

Beginning date for the report.

mm/dd/yy.




Edate

Ending date for the report.

mm/dd/yy.




Btime

Beginning time for the report.

hh/mm.




Etime

Ending time for the report.

hh/mm.




Sorta

The report will be sorted by program names.




Sorto

The report will be sorted by number of occurrences.




Sortp

The report will be sorted by processor time.




Sorti

The report will be sorted by I/O time.




Sorte

The report will be sorted by elapsed time.




Sortl

The report will be sorted by number of lines printed.




Sortc

The report will be sorted by charges.

Daily Security Auditing Reports by the Log Reporter Include the following types of errors:


Usercode attribute changes:  


Changes need to be verified.


Data communications configuration changes:
Changes need to be verified.


Creates, removes, and renaming of files:  
Changes need to be verified.


Database opens and closes:  


A database has been opened or closed.

Creation of privileged programs and libraries:  New potentially dangerous software.


All Logging option changes:  


Someone has changed what events are written

to the Sumlog.


File security attribute changes:  

Someone has changed the security attributes

of a file.


All alarms in the audit file:


These messages generated a security alarm.

Various Detailed Security Errors:  

Someone has attempted or accomplished the

indicated task.  Investigate and verify the

appropriateness of each occurrence.

        Attempted to open a private file                                  

        Attempted to open input on a write-only file                      

        Attempted to open output on a read-only file                      

        Attempted to open I/O on a read or write only file                

        Attempted to rename someone else's file                           

        Attempted to create a permanent file not under your usercode      

        Attempted to execute a PRIVATE code file                          

        Use of a usercode when SYSTEM/USERDATAFILE is not defined         

        Invalid usercode                                                  

        Invalid password                                                  

        Attempted to remove someone else's file                           

        Invalid use of file name *USERCODE                                

        Invalid use of security file attributes                           

        Attempted to copy a private file                                  

        Unauthorized user attempted to modify SYSTEM/USERDATAFILE entry   

        Not a viable usercode (no SYSTEM node in SYSTEM/USERDATAFILE entry

        Suspended usercode                                                

        Old password required but not supplied (changing passwords)       

        Old password incorrect (changing passwords)                       

        Invalid chargecode                                                

        Invalid USERCODE/password                                         

        Attempted to copy a GUARDED file                                  

        Attempted to copy a CONTROLLED file                               

        Attempted to execute a GUARDED file                               

        Attempted to execute a CONTROLLED file                            

        Attempted to execute a nonexecutable file                         

        Invalid USERCODE when initiating a task                           

        Invalid ACCESSCODE when initiating a task                         

        Invalid task-to-task attribute: USERCODE                          

        Invalid task-to-task attribute: ACCESSCODE                        

        Invalid task attribute: no USERCODE                               

        Invalid task attribute: USERCODE                                  

        Invalid task attribute: BDNAME                                    

        Invalid task attribute: ACCESSCODE                                

        Invalid task attribute: JOBSUMMARYTITLE                           

        Unauthorized user attempted to call SETSTATUS                     

        Unauthorized user attempted to call GETSTATUS                     

        Unauthorized user attempted to call DCKEYIN                       

        Unauthorized user attempted to call ATTACHSPOQ                    

        Unauthorized user attempted to execute WFL VOLUME statement       

        Attempted to execute MU(PU) command                               

        USERCODE no longer valid for CONTROLCARD                          

        USERCODE no longer valid for JOBRESTART                           

        USERCODE no longer valid for TASKRESTART                          

        Unauthorized call to PrintS                                       

        Invalid USERCODE/PRINTCHARGE                                      

        Invalid USERCODE for PrintS Transform                             

        Attempted to rename a GUARDED file                                

        Attempted to rename a CONTROLLED file                                 

        Unauthorized user attempted to execute security critical function 

        Unauthorized user attempted to execute ??SECAD system command     

        Attempted to execute a restricted file                                

        Attempted to execute file on restricted family                    

        Attempted to copy a restricted file                               

        Attempted to copy file from restricted family                     

        Attempted to CM to a restricted file                              

        Attempted to CM to file on a restricted family                    

        File security prevented row exchange                              

        Expired password                                                  

        Expired USERCODE                                                  

        Attempted to set a file attribute without write access            

        Attempted to create a restricted file                             

        Userdata function not allowed on password generating system       

        Makeusercode request denied                                       

        Library linkage class security violation                          

        Cannot access transform library by title                          

        Minimum password lifespan enforced, password change failed        

        Password recently used, password change failed                    

        Program dump file copied                                          

        Attempt to copy a program dump file to a restricted destination   

        Attempt to open a keysfile                                        

        Attempt to open a checkpoint file                                 

        Attempt to open a program dump file                               

        Attempt to use a catalog command on a file                        

        Attempt to use ARCHIVE PURGE command on a file                    

        Attempt to update the archive record for a file                   

        Attempt to read the archive record for a file                   

        Usercode invalid because not in correct date and time range       

        Attempt to copy or archive files from another user's directory   

        Family owner mismatch or security error on tape open              

        TAPESERVER  interface security violation error                    

        Illegal call on Userdata privileges entry point                   

        Security labels inconsistent with first tape volume of set        

        Insufficient privileges to modify codefile                        

        Badly formatted PERMDIRSEARCH attribute                           

        Insufficient privileges to access this file                       

        Password change denied by user procedure                          

        Installation detected error at log-on                             

        Installation detected error at chargecode change                  

        Installation detected error at accesscode change                  

        Invalid usercode/password at log-on                               

        Invalid chargecode at log-on                                      

        Invalid accesscode/password at log-on                             

        Invalid station name at log-on (RJE only)                         

        Invalid chargecode while changing chargecodes                     

        Invalid accesscode while changing accesscodes                     

        Invalid old password while changing password of usercode          

        Invalid old password while changing password of accesscode        

        Attempted to access unauthorized COMS window                      

        Attempted to log on from an MCS other than COMS when COMSONLYLOGON

        NODEFAULTUSE set for usercode                                     

        Log on attempts exceeded, station saved                           

        Log on attempts exceeded, station saved and disconnected          

        Remote Host station transfer attempted when NOSTATIONXFER is true

Detailed Coms Configuration Errors:

The indicated function has been added, 

deleted, or modified.  Verify the 

appropriateness of each occurrence.

        Agenda Change                 

        Program Change                

        Processing-Item Change        

        Processing-Item List Change   

        Library Change                

        Data Base Change              

        Station Change                

        Station List Change           

        Window Change                 

        Window List Change            

        Usercode Change               

        Load File and Copy Change     

        Load File Change              

Cande auditing is conducted by the Cande module from Integrity Services and is included in the daily security reports.

ODT auditing and Alarm auditing are conducted by the Integrity System Doctor.  Alarm audit reports are included in the daily security reports.
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System Programs



Version 07.25.2005

    07/27/05       18:43


Program Names
 Occurrences  Processor Time    IO Time    Elapsed Time  Lines Printed   Charges

*SYSTEM/JOBFORMATTER
181
0:01:08.49
0:00:26.78
20:43:54.62

0
$0.68

*SYSTEM/SDASUPPORT

  17
0:00:11.43
0:00:44.35
  6:32:30.87

0
$0.11

NSP112/02



  18
0:03:58.75
1:25:39.93
24:38:17.80

0
$2.39

*SYSTEM/MARC/COMMANDER
    5
0:00:11.53
0:00:18.14
  4:20:05.91

0
$0.12

*COMS/ODT/DRIVER

    5
0:00:39.44
0:05:49.37
  4:09:19.00

0
$0.39
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Overhead Programs



Version 07.25.2005

    07/27/05       18:43


Program Names
 Occurrences  Processor Time    IO Time    Elapsed Time  Lines Printed   Charges

*SYSTEM/LOGANALYZER
    2
0:00:05.08
0:00:00.88
  0:01:27.08
             0
$0.05

*SYSTEM/IDC


    7
0:02:22.18
0:00:13.60
  1:15:16.07
             0
$1.42

*SYSTEM/FILEDATA

133
0:05:14.54
0:04:16:68
  1:55:46.12
         333
$3.15

*SYSTEM/SUPERVISOR

  25
0:11:25.97
0:03:53.15
25:05:50.24
       3605
$6.86

RESOURCECHECK


  25
0:21:31.28
0:00:26.51
23:58:15.36
       1728        $12.91
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External Programs



Version 07.25.2005

    07/27/05       18:43


Program Names
 Occurrences  Processor Time    IO Time    Elapsed Time  Lines Printed   Charges

(KITE)OBJECT/U/COLLECTOR
    8
0:06:27.74
0:01:25.52
  4:26:37.93
       3264
$3.88

(TEST)PASSWORD


    2
0:00:01.11
0:00:00.57
  0:01:11.48
             0
$0.01

OBJECT/FORMERPASSWORD
  17
0:00:06.96
0:00:02.58
  0:00:16.47
             0
$0.07
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Internal Programs



Version 07.25.2005

    07/27/05       18:43


Program Names
 Occurrences  Processor Time    IO Time    Elapsed Time  Lines Printed   Charges

(ITI)ADS0900



    2
0:03:06.70
0:00:17.01
  0:57:04.20
             0
$1.87

(ITI)ADS0910



    7
0:02:40.28
0:00:48.15
  0:04:22.03
       6686
$1.60

(ITI)ADS0911



    3
0:37:34.49
0:02:11.49
  1:05:41.74
     12722        $22.6

                                                  INTEGRITY SERVICES                                                                                                                

                                        LOG EXTRACT, VERSION 03.10.2004         06/09/2004     06:13                                                                                

ALL SUMLOGS WILL BE PROCESSED.                                                                                                                                                      

EOJ RECORDS WILL BE ADDED.                                                                                                                                                          

EOT RECORDS WILL BE ADDED.                                                                                                                                                          

SECURITY RECORDS WILL BE ADDED.                                                                                                                                                     

DATACOMM RECORDS WILL BE ADDED.                                                                                                                                                     

SETSTATUS RECORDS WILL BE ADDED.                                                                                                                                                    

READING SUMLOG:         *SUMLOG/819/112403/000063 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/113003/000064 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/120102/000029 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/120203/000065 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/120403/000066 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/120703/000067 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/121302/000030 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/121601/000007 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/122101/000002 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/122101/000003 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/122601/000004 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/122601/000005 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/819/122902/000031 ON DISK.                                                                                                                          

READING SUMLOG:         *SUMLOG/1144/020804/000002 ON DISK.                                                                                                                         

READING SUMLOG:         *SUMLOG/1144/021504/000003 ON DISK.                                                                                                                         

READING SUMLOG:         *SUMLOG/1144/021804/000004 ON DISK.                                                                                                                         

READING SUMLOG:         *SUMLOG/1144/022204/000005 ON DISK.                                                                                                                         

                                        INTEGRITY SERVICES LOG REPORTING USING THE SYSTEM/SUMLOG              PAGE    1                                                

                                        SECURITY REPORT VERSION 03.23.2004                         06/09/2004     06:25                                                

     DATE           TIME     MIX            DETAIL INFORMATION                                                                                                                      

DATE: 11/13/03   14:09:33   3446  MCS SECURITY VIOLATION - Invalid usercode/password at log-on                                                                                      

                    STATION: CCFPIPE1/CANDE/2      USERCODE = TEST                                                                                                                  

                    ERROR ITEM : TEST                                                                                                                                               

DATE: 11/13/03   14:14:29   3446  MCS SECURITY VIOLATION - Installation detected error at log-on                                                                                    

                    STATION: CCFPIPE1/CANDE/2      USERCODE = TEST                                                                                                                  

                    ERROR ITEM : .SECURED TERMINAL VIOLATION.                                                                                                                       

DATE: 11/13/03   14:23:08   3412  MCS SECURITY VIOLATION - Attempted to access unauthorized COMS window                                                                             

                    STATION: CCFPIPE2                                                                                                                                               

DATE: 11/13/03   14:27:34   3458 COMS RECONFIGURATION MODIFY,  Station Change               CCFPIPE2                                                                                

DATE: 11/13/03   14:27:58   3411  MCS SECURITY VIOLATION - Attempted to access unauthorized COMS window                                                                             

                    STATION: CCFPIPE2                                                                                                                                               

DATE: 11/13/03   14:29:14   3458 COMS RECONFIGURATION DELETE,  Station Change               CCFPIPE2                                                                                

DATE: 11/13/03   21:37:01   3962  SECURITY VIOLATION - Invalid password                                                                                                             

                    ERROR ITEM: TEST;              LSN = 00169.                                                                                                                     

DATE: 12/30/01   17:06:23   2254 COMS RECONFIGURATION CREATE,  Library Change               PWAGER                                                                                  

DATE: 12/30/01   17:07:19   2254 COMS RECONFIGURATION CREATE,  Processing-Item Change       PWWARN                                                                                  

DATE: 12/30/01   17:08:26   2254 COMS RECONFIGURATION CREATE,  Processing-Item List Change  MARCOUTPUT                                                                              

DATE: 12/30/01   17:17:05   2254 COMS RECONFIGURATION MODIFY,  Agenda Change                MARCOUTPUT                                                                              

DATE: 12/30/01   17:18:24   2254 COMS RECONFIGURATION CREATE,  Program Change               PASSWORD                                                                                

DATE: 12/30/01   17:21:01   2254 COMS RECONFIGURATION CREATE,  Window Change                PASSWORD                                                                                

DATE: 12/30/01   17:28:39   2255  MCS SECURITY VIOLATION - Invalid usercode/password at log-on                                                                                      

                    STATION: ODT/1/CANDE/4         USERCODE = TEST                                                                                                                  

                    ERROR ITEM : TEST                                                                                                                                               

DATE: 12/30/01   17:37:53   2366 COMS RECONFIGURATION MODIFY,  Station Change               CCFPIPE1                                                                                

DATE: 01/01/02   18:47:33   2628  SECURITY VIOLATION - Unauthorized user attempted to modify SYSTEM/USERDATAFILE entry                                                              

                    ERROR ITEM: ATEST;             LSN = 00173.                                                                                                                     

DATE: 01/01/02   19:21:06   2609  MCS SECURITY VIOLATION - Installation detected error at log-on                                                                                    

                    STATION: CCFPIPE1/CANDE/2      USERCODE = ATEST          ACCESSCODE = TEST                                                                                      

                    ERROR ITEM : ACCESSCODE PASSWORD IS EXPIRED.                                                                                                                    

DATE: 12/15/01   22:25:53   2960  MCS SECURITY VIOLATION - Invalid old password while changing password of accesscode                                                               

                    STATION: CCFPIPE1/CANDE/2      USERCODE = ATEST          ACCESSCODE = TEST                                                                                      

                    ERROR ITEM : ATEST                                                                                                                                              

DATE: 12/15/01   22:36:27   2960  SECURITY VIOLATION - Attempted to execute a nonexecutable file                                                                                    

                    ERROR ITEM: SUPER;             LSN = 00175.                                                                                                                     

DATE: 12/16/01   10:36:10   4018  MCS SECURITY VIOLATION - Invalid old password while changing password of accesscode                                                               

                    STATION: CCFPIPE1/CANDE/2      USERCODE = ATEST          ACCESSCODE = TEST                                                                                      

                    ERROR ITEM : ATEST                                                                                                                                              
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                                        USERDATA REPORT VERSION 03.23.2004                                      06/09/2004     06:25                                                

     DATE           TIME     MIX            DETAIL INFORMATION                                                                                                                      

DATE: 11/13/03   14:37:10   3446  USERDATA FUNCTION 06                                                                                                                              

                    PASSWORD CHANGE, FOR USERCODE TEST                                                                                                                              

DATE: 01/03/02   16:51:11   2296 USERCODE CREATE,                                                                                                                                   

                    USER=TEST                                                                                                                                                       

                    MINPW=0001                                                                                                                                                      

                    MAXPW=0001                                                                                                                                                      

                    PASSWORD=?                                                                                                                                                      

                    PASSWORDAGING+                                                                                                                                                  

                    DATESTAMP=000000                                                                                                                                                

                    DATEPWCHANGED=102003                                                                                                                                            

                    SYSTEM/MAKEUSER RUN BY USERCODE: SUPER.                                                                                                                         

DATE: 01/03/02   16:56:42   2296 USERCODE MODIFY,                                                                                                                                   

                    USER=TEST                                                                                                                                                       

                    DAYSACTIVE=0030                                                                                                                                                 

                    DAYSWARNING=0010                                                                                                                                                

                    DATESTAMP=101335                                                                                                                                                

                    SYSTEM/MAKEUSER RUN BY USERCODE: SUPER.                                                                                                                         

DATE: 01/01/02   18:50:00   2645 USERCODE CREATE,                                                                                                                                   

                    USER=ATEST                                                                                                                                                      

                    MAXPW=0000                                                                                                                                                      

                    SYSTEM/MAKEUSER RUN BY USERCODE: SUPER.                                                                                                                         

DATE: 01/01/02   18:53:21   2653 USERCODE DELETE,                                                                                                                                   

                    USER=ATEST                                                                                                                                                      

                    SYSTEM/MAKEUSER RUN BY USERCODE: SUPER.                                                                                                                         

DATE: 01/01/02   19:06:30   2664 USERCODE CREATE,                                                                                                                                   

                    USER=ATEST                                                                                                                                                      

                    MAXPW=0000                                                                                                                                                      

                    MAXPW=0000                                                                                                                                                      

                    ACCESSCODENEEDED+                                                                                                                                               

                    SYSTEM/MAKEUSER RUN BY USERCODE: SUPER.                                                                                                                         

DATE: 01/01/02   19:07:09   2664 USERCODE MODIFY,                                                                                                                                   

                    USER=ATEST                                                                                                                                                      

                    APASSWORDAGING+                                                                                                                                                 

                    ADAYSACTIVE=0030                                                                                                                                                

                    ADAYSWARNING=0010                                                                                                                                               

                    SYSTEM/MAKEUSER RUN BY USERCODE: SUPER.                                                                                                                         

                           INTEGRITY SERVICES LOG REPORTING USING THE SYSTEM/SUMLOG                           PAGE    1                                                

                                  FILE STATUS REPORT VERSION 03.23.2004                            06/09/2004     06:25                                                

     DATE           TIME     MIX            DETAIL INFORMATION                                                                                                                      

DATE: 03/28/04   10:03:35   0850 FILE COPIED:       (SUPER)OBJECT/ACCESSPWAGING.                                                                                                    

DATE: 03/28/04   10:03:35   0850 NEW FILE CREATED: (SUPER)OBJECT/ACCESSPWAGING.                                                                                                     

DATE: 03/31/04   14:31:27   1320 NEW FILE CREATED: *SYSTEM/NXSERVICES/OUTPUT/1349.                                                                                                  

DATE: 03/31/04   14:31:30   1349 OLD FILE REMOVED: *SYSTEM/NXSERVICES/OUTPUT/1349.                                                                                                  

DATE: 04/01/04   10:29:27   1548 NEW FILE CREATED: *SYSTEM/NXSERVICES/OUTPUT/1573.                                                                                                  

DATE: 04/01/04   10:29:28   1573 OLD FILE REMOVED: *SYSTEM/NXSERVICES/OUTPUT/1573.                                                                                                  

DATE: 04/01/04   10:29:59   1562 NEW FILE CREATED: *SYSTEM/PRINT/FONTSUPPORT/DATA/AUDIT1.                                                                                           

DATE: 04/01/04   16:51:37   1787 FILE TITLE CHANGE: *SYSTEM/SUMLOG TO *SUMLOG/1144/040104/000018.                                                                                   

DATE: 04/01/04   16:51:38   1787 NEW FILE CREATED: *SYSTEM/SUMLOG.                                                                                                                  

DATE: 04/02/04   10:21:53   1710 OLD FILE REMOVED: (SUPER)CANDE/CODE1730.                                                                                                           

DATE: 04/02/04   10:21:56   1710 FILE TITLE CHANGE: (SUPER)CANDE/TEXT1730 TO (SUPER)SYMBOL/DOCTOR.                                                                                  

DATE: 04/02/04   10:22:42   5614 NEW FILE CREATED: (SUPER)SYSTEM/DOCTOR.                                                                                                            

DATE: 04/02/04   10:23:25   5623 FILE COPIED:       (SUPER)SYSTEM/DOCTOR.                                                                                                           

DATE: 04/02/04   10:23:25   5623 NEW FILE CREATED: *SYSTEM/DOCTOR.                                                                                                                  

DATE: 04/02/04   10:25:07   1710 OLD FILE REMOVED: (SUPER)LOG/LOGDB.                                                                                                                

DATE: 04/02/04   10:46:49   5708 FILE COPIED:       *SYSTEM/PRINT/BACKUP/PROCESSOR.                                                                                                 

DATE: 04/02/04   10:46:49   5708 NEW FILE CREATED: *SYSTEM/PRINT/BACKUP/PROCESSOR.                                                                                                  

DATE: 04/02/04   10:52:56   1708 NEW FILE CREATED: (SUPER)CANDE/TEXT1740.                                                                                                           

DATE: 04/02/04   10:52:56   1710 FILE TITLE CHANGE: (SUPER)CANDE/TEXT1740 TO (SUPER)DOCTOR/CONTROLFILE.                                                                             

DATE: 04/02/04   10:58:25   5740 FILE COPIED:       *SYSTEM/PRINT/BACKUP/PROCESSOR.                                                                                                 

DATE: 04/02/04   10:58:25   5740 NEW FILE CREATED: *SYSTEM/PRINT/BACKUP/PROCESSOR.                                                                                                  

DATE: 04/02/04   10:58:25   5740 FILE COPIED:       *SYSTEM/PRINT/REMOTE/SERVER.                                                                                                    

DATE: 04/02/04   10:58:25   5740 NEW FILE CREATED: *SYSTEM/PRINT/REMOTE/SERVER.                                                                                                     

DATE: 04/02/04   10:58:26   5740 FILE COPIED:       *SYSTEM/PRINT/REMOTE/PROCITEMS.                                                                                                 

DATE: 04/02/04   10:58:26   5740 NEW FILE CREATED: *SYSTEM/PRINT/REMOTE/PROCITEMS.                                                                                                  

DATE: 04/02/04   10:58:26   5740 FILE COPIED:       *SYSTEM/PRINT/ROUTER.                                                                                                           

DATE: 04/02/04   10:58:26   5740 NEW FILE CREATED: *SYSTEM/PRINT/ROUTER.                                                                                                            

DATE: 04/02/04   10:58:26   5740 FILE COPIED:       *SYSTEM/PRINT/DRIVERS.                                                                                                          

DATE: 04/02/04   10:58:26   5740 NEW FILE CREATED: *SYSTEM/PRINT/DRIVERS.                                                                                                           

DATE: 04/12/04   06:59:12   6923 FILE TITLE CHANGE: *SYSTEM/SUMLOG TO *SUMLOG/1144/041204/000022.                                                                                   

DATE: 04/12/04   06:59:14   6923 NEW FILE CREATED: *SYSTEM/SUMLOG.                                                                                                                  

                           INTEGRITY SERVICES LOG REPORTING USING THE SYSTEM/SUMLOG                           PAGE    1                                                

                           DATACOMM REPORT VERSION 03.23.2004                                      07/01/2004     06:18                                                

     DATE           TIME     MIX            DETAIL INFORMATION                                                                                                                      

                    NO RECORDS TO REPORT                                                                                                                                            
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                                        LOGGING  REPORT VERSION 03.23.2004                         06/09/2004     06:51                                                

     DATE           TIME     MIX            DETAIL INFORMATION                                                                                                                      

DATE: 11/13/03   11:18:42   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING 16 SUMLOG                                                                                                                                                

DATE: 11/13/03   11:18:42   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING 17 SUMLOG                                                                                                                                                

DATE: 11/13/03   11:18:43   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING 18 SUMLOG                                                                                                                                                

DATE: 11/13/03   11:18:43   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 17 SUMLOG                                                                                                                                               

DATE: 11/13/03   11:18:44   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 18 SUMLOG                                                                                                                                               

DATE: 11/13/03   11:18:44   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 19 SUMLOG                                                                                                                                               

DATE: 11/13/03   11:18:44   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 20 SUMLOG                                                                                                                                               

DATE: 11/13/03   11:18:44   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  6, 10 SUMLOG                                                                                                                                               

DATE: 11/13/03   11:18:45   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 1  ALL                                                                                                                                               

DATE: 11/13/03   11:18:45   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 2  ALL                                                                                                                                               

DATE: 11/13/03   11:18:45   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 3  ALL                                                                                                                                               

DATE: 11/13/03   11:18:45   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 4  ALL                                                                                                                                               

DATE: 11/13/03   11:18:45   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 5  SUMLOG                                                                                                                                               

DATE: 11/13/03   11:18:45   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 6  SUMLOG                                                                                                                                               

DATE: 11/13/03   11:18:46   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 7  ALL                                                                                                                                               

DATE: 11/13/03   11:18:46   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 8  ALL                                                                                                                                               

DATE: 11/13/03   11:18:46   3272                                                                                                                                                    

OPERATOR ENTERED:  LOGGING  1, 10 SUMLOG                                                                                                                                                                                                                                             
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*AUDIT/CANDE/2004/06/08/142016 ON DISK     CANDE TRACE AUDIT VERSION 03.23.2004                                 06/09/2004     07:08                                                

     CANDE COMMAND                                                         DATE      TIME    USERCODE          ACCESSCODE       LSN                                                 

                          STATION NAME                                                                                                                                              

DO CANDE/STARTUP                                                        06/08/2004 14:20:19  SUPER                              0173                                                

                          ODT/1/CANDE/1                                                                                                                                             

 SO CASED                                                               06/08/2004 14:20:20  SUPER                              0173                                                

                          ODT/1/CANDE/1                                                                                                                                             

FILE SYMBOL                                                             06/08/2004 14:22:58  SUPER                              0173                                                

                          ODT/1/CANDE/1                                                                                                                                             

G SYMBOL/MAGTAPELIBRARY                                                 06/08/2004 14:23:20  SUPER                              0173                                                

                          ODT/1/CANDE/1                                                                                                                                             

P                                                                       06/08/2004 14:23:24  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

FILE SYSTEM                                                             06/08/2004 14:24:11  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

FILE OBJECT                                                             06/08/2004 14:24:23  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

LFILE OBJECT/TAPELIBRARY                                                06/08/2004 14:24:40  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

P                                                                       06/08/2004 14:25:07  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

FILE JOB                                                                06/08/2004 14:25:12  SUPER                              0173                                                

                          ODT/2/CANDE/2                                                                                                                                             

R TAPELIBRARY                                                           06/08/2004 14:25:52  SUPER                              0173                                                

                          ODT/2/CANDE/2                                                                                                                                             

?RD 9683Y                                                               06/08/2004 14:26:55  SUPER                              0173                                                

                          ODT/2/CANDE/2                                                                                                                                             

?RD 9683NF                                                              06/08/2004 14:27:12  SUPER                              0173                                                

                          ODT/2/CANDE/2                                                                                                                                             

BACK                                                                    06/08/2004 14:27:56  SUPER                              0173                                                

                          ODT/2/CANDE/2                                                                                                                                             

FILE                                                                    06/08/2004 14:28:23  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

REMOVE U/DATA/=                                                         06/08/2004 14:29:37  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

L TAPES                                                                 06/08/2004 14:29:43  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

REM TAPES                                                               06/08/2004 14:29:49  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

DU                                                                      06/08/2004 14:29:53  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

FILE (TAPES)                                                            06/08/2004 14:30:07  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

MATCH (TAPES)SYMBOL/TAPELIBRARY:T                                       06/08/2004 14:30:49  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

?DS                                                                     06/08/2004 14:31:03  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

R$SYSTEM/MAKEUSER                                                       06/08/2004 14:35:15  SUPER                              0173                                                

                          ODT/2/CANDE/1                                                                                                                                             

DO CANDE/STARTUP                                                        06/08/2004 14:36:47  SUPER                              0174                                                

                          ODT/2/CANDE/2                                                                                                                                             
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*AUDIT/ALARM/2004/03/01/104733 ON DISK          ALARM REPORT VERSION 03.23.2004                    06/09/2004     17:18                                                

     DATE        TIME     MIX               DETAIL INFORMATION                                                                                                                      

   03/01/04    15:13:00  DCKEYIN(05138) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/01/04    15:13:01  DCKEYIN(05143) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED                                                                          

   03/01/04    15:13:03  DCKEYIN(05148) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +KERBEROS, +SECADMIN                                                                          

   03/01/04    15:13:05  DCKEYIN(05153) **ODT ALARM** SECURITY (SUPER)SYSTEM/DOCTOR ON DISK PRIVATE SECURED                                                                         

   03/01/04    16:47:59  DCKEYIN(05592) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/01/04    16:48:00  DCKEYIN(05597) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED                                                                          

   03/01/04    16:48:03  DCKEYIN(05602) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +KERBEROS, +SECADMIN                                                                          

   03/01/04    16:48:06  DCKEYIN(05607) **ODT ALARM** SECURITY (SUPER)SYSTEM/DOCTOR ON DISK PRIVATE SECURED                                                                         

   03/01/04    16:54:05  SPO(1)         **ODT ALARM** MP ALERT+PU                                                                                                                   

   03/01/04    16:54:20  SPO(1)         **ODT ALARM** MP (SUPER)ALERT+PU                                                                                                            

   03/01/04    17:36:15                 INTRUDER ALARM ****** SECURE ON STATION CPNTA/TN3(192.168.16.2)                                                                                           

   03/01/04    17:54:21  DCKEYIN(05516) **ODT ALARM** MP (SUPER)ALERT +PU                                                                                                           

   03/02/04    13:54:10  DCKEYIN(05981) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/02/04    13:54:12  DCKEYIN(05986) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED                                                                          

   03/02/04    13:54:14  DCKEYIN(05993) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +KERBEROS, +SECADMIN                                                                          

   03/02/04    13:54:17  DCKEYIN(05998) **ODT ALARM** SECURITY (SUPER)SYSTEM/DOCTOR ON DISK PRIVATE SECURED                                                                         

   03/02/04    14:18:20  DCKEYIN(06111) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/02/04    14:18:24  DCKEYIN(06116) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED                                                                          

   03/02/04    14:18:30  DCKEYIN(06121) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +KERBEROS, +SECADMIN                                                                          

   03/02/04    14:18:37  DCKEYIN(06127) **ODT ALARM** SECURITY (SUPER)SYSTEM/DOCTOR ON DISK PRIVATE SECURED                                                                         

   03/02/04    21:59:38                 INTRUDER ALARM ****** SECURE ON STATION CPNTA/TN1(192.168.16.2)                                                                                           

   03/16/04    14:27:30                 INTRUDER ALARM ****** SECURE ON STATION CPNTA/TN3(192.168.16.2)                                                                                           

   03/16/04    14:51:22  DCKEYIN(08780) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/16/04    14:51:24  DCKEYIN(08786) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED                                                                          

   03/16/04    14:51:27  DCKEYIN(08792) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +KERBEROS, +SECADMIN                                                                          

   03/16/04    14:51:29  DCKEYIN(08797) **ODT ALARM** SECURITY (SUPER)SYSTEM/DOCTOR ON DISK PRIVATE SECURED                                                                         

   03/16/04    14:54:24                 INTRUDER ALARM ****** SECURE ON STATION CPNTA/TN2(192.168.16.2)                                                                                            

   03/16/04    15:00:46  DCKEYIN(08820) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/16/04    15:00:48  DCKEYIN(08825) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED                                                                          

   03/16/04    15:00:51  DCKEYIN(08832) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +KERBEROS, +SECADMIN                                                                          

   03/16/04    15:00:53  DCKEYIN(08837) **ODT ALARM** SECURITY (SUPER)SYSTEM/DOCTOR ON DISK PRIVATE SECURED                                                                         

   03/16/04    15:03:14                 INTRUDER ALARM ****** SECURE ON STATION CPNTA/TN1(192.168.16.2)                                                                                        

   03/16/04    15:19:45  DCKEYIN(08862) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/16/04    15:19:47  DCKEYIN(08867) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED                                                                          

   03/16/04    15:19:50  DCKEYIN(08874) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +KERBEROS, +SECADMIN                                                                          

   03/16/04    15:19:52  DCKEYIN(08879) **ODT ALARM** SECURITY (SUPER)SYSTEM/DOCTOR ON DISK PRIVATE SECURED                                                                         

   03/16/04    15:31:52                 INTRUDER ALARM ****** SECURE ON STATION CPNTA/TN3(192.168.16.2)                                                                             

   03/16/04    16:17:40  DCKEYIN(08933) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +CONTROL, +PU, +TASKING                                                                       

   03/16/04    16:17:42  DCKEYIN(08940) **ODT ALARM** MP (SUPER)SYSTEM/DOCTOR ON DISK +SUPPRESSED, +LOCKED

                                        INTEGRITY SERVICES LOG REPORTING USING THE SYSTEM/SUMLOG              PAGE    1                                                

                                        INTERNAL PROGRAMS                   VERSION 03.23.2004     06/09/2004     07:00                                                

     PROGRAM NAME                                OCCURRENCES   PROCESSOR TIME    IO TIME    ELAPSED TIME  LINES PRINTED                                                           

*ITI/ADS/0900                                             23      0:00:34.24    0:00:02.87    5:32:54.58         210                                                              

                           INTERNAL PROGRAM TOTALS:       23      0:00:34.24    0:00:02.87    5:32:54.58         210                                                              

                               TOTALS OF ALL FILES:       23      0:00:34.24    0:00:02.87    5:32:54.58         210                                                              
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*AUDIT/STATION/2004/06/08/133142 ON DISK     STATION TRACE AUDIT VERSION 02.16.2004                06/09/2004     07:09                                                

   DATE      TIME           STATION ID                                                                                                                                              

06/08/2004 13:34:01.  MONITORFILE                                                                                                                                                   

06/08/2004 13:34:21.  AP9208                                                                                                                                                        

06/08/2004 13:34:23.  ODT/1                                                                                                                                                           

06/08/2004 14:20:12.  ODT/2                                                                                                                                                         

06/08/2004 14:20:18.  C0005                                                                                                                                                 

06/08/2004 14:36:47.  ODT/2/CANDE/2                                                                                                                                                 

06/08/2004 14:36:59.  ODT/2/CANDE/2                                                                                                                                                 

Activity (File) Monitor

This program has the ability to monitor activity of any file opened by any program running under MCP control.  It is intended for use with disk files of programs communicating with network or internet software to insure that activity on the network has not ceased.

Program Name 
– Activitymonitor

Input Specifications
– (Super)Specfile on Disk

Layout of the Specification File

Record 1 & Column 1-36
Program Name

Record 1 & Column 37-72
File Name

Record 2 & Column 1

Method of monitoring by day 





E – Every day





W –Weekdays (Monday thru Friday)

Record 2 & Column 2

H – Holidays

Record 2 & Column 31-34
Daily time to begin monitoring

Record 2 & Column 35-38
Daily time to quit monitoring

Record 2 & Column 39-42
Minimum number of transactions per monitoring cycle

Record 2 & Column 43-46
Time between monitoring cycles

Record 2 & Column 47-72
Usercode that started the program

Input to the Program

Accept (AX) – Status <filename>    -
Active or deactivated status of program  [Main task]

                        Activate <filename> -
Activate deactivated program

  [Main task]



Stop or Quit 
       – 
To deactivate program

  [Application task]

Interrupt(HI) – 997 starts debugging.



998 stops debugging.



999 ends program.

All other values are used as wait time between cycles of beginning and ending monitoring.

Program execution – Any method of running a program may be used.  WFL queue limitations may cause unexpected EOJ, if used.  It is recommended that they not be used.  When the program is executed a value may be used to set wait time for cycles of beginning and ending monitoring.  A default value of 60 seconds is used.

In order to change parameters for a program or file simply change the appropriate data in the specification file and save the file.  Then stop the program and activate it again.

Source Tracker

Note: Currently SourceTracker only works with WFL source files.

SourceTracker is software running on a ClearPath computer that will regulate source file changes.  Each person using this system must have his or her own usercode and the source files must be placed under one usercode, which we shall call the production usercode.  When someone desires to update a source file, he or she runs the SourceTracker software.  This may be done through a Marc window (preferred) or through a Marc or Cande run statement.

When running the SourceTracker software a screen of options will be presented, which are:

Get (Check out a source file exclusively to make changes to it).

Put (Place the source file in production).

List Versions (List all versions of one source file)

List Source Changes for a Specific SourceFile

List all Source Changes

List All Source Changes for My Usercode

In order to work on a source one must first check it out with the Get option.  If someone else has it checked out access will be denied at this time.  Only one person may make changes to any source file at any time.  When changes are made and tested the source file may be placed in production by using the Put option.  If this person has checked out the source file then it may be placed in production.  If this person has not checked it out then he or she may not place it in production.  Even if changes are made to a previously checked out source file, it must be checked out again after it has been placed in production.

Four reports are available.  List Versions will list all versions of one source file (a history of all changed files).  The last three options all have an option to also print the report.  These options will list source changes for a specific file, all files, or all files modified by my usercode.

Installation: Unwrap all software out of the container file to Disk.  Create one private file on disk called TRACKER/PERMISSIONS.  This file contains the usercodes for the production database and individual users of the software.  In order to have permission to use the software the usercode must be in TRACKER/PERMISSIONS.  Specifically, it must have the production usercode in record one and permitted usercodes and files in the following records.  An example file is included.

Currently the mode of operation is through Cande or Marc as a remote file operation.  Log onto Cande or Marc and use the normal run procedures and a menu will be displayed so that you may enter a desired option and proceed with its use.

In order to use Marc windows, install the program in the Coms Cfile using the Coms Utility.

Type: On Utility

Type 'P' on the action line and transmit.

Type 'CR' on the action line with:


Program Name = 

SOURCETRACKER

            Title =



SYSTEM/SOURCETRACKER


Maximum copies = 

1


Remote-File Interface = 
Y


Remote Users = 

1

and transmit.

Type 'GO W' on the action line and transmit.

Type 'CR' on the action line with:


Window Name = 

TRACKER


Window Type =

R


Maximum Dialogs =

1


Notify on Open =

N


Remote-File Program =
SOURCETRACKER

and transmit.

Type 'HO' on the action line and transmit.

Type '?CLOSE' on the action line and transmit.

To use the SourceTracker software, log on to a valid usercode in the Tracker system and type:

ON TRACKER at the Action line of MARC.  The menu of selections will be displayed.
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