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Internal Intrusion

According to statistics about 70% of all security breaches are internal.  Therefore we should plan and be prepared to prevent them.  One simple way on a ClearPath computer system to gain access to Marc without a terminal emulator is through Telnet.  Telnet communication is important to many applications; but terminal access through Telnet is not always desirable.  When using Telnet, all a user has to do is use the Hostname of the MCP or the MCP’s IP address to obtain a Marc screen.  This can be done from the command prompt of Windows.

To eliminate this use of Telnet stations the software can be removed from every station on the network.  This is a lot of work and if anyone wants to use it, it can be loaded to a station from CD or a flash drive.  People who want to breach security can use the tools to do it.  Too many IT managers think that most users are not knowledgeable enough to do it.  Most may not be, but those who desire to break in can get the tools to do it.

Therefore you must configure your ClearPath computer so that no one can use Telnet stations, even if they have the Windows software.  There are several steps involved in this procedure and I have demonstrated them in presentations and in Security classes that I have taught.  I will again show the steps in the class I will instruct on security in June, 2008.  The steps are best demonstrated because of many factors involved.  For Doctor users, an alert will also be generated when someone tries to use this method of entrance to Marc with a display of the IP address if they are in the TCP/IP environment.

ClearPath
Dependability

In this age of using cache in many places with our computers, the Unisys MCP ClearPath is certainly the best there is to offer.  We have cache supporting our processors, memory, and disk units.  First there was cache for each disk unit, then a bank of cache in front of disk families. And now we have simulated disk units with cache in front of them.

Lower prices in integrated circuitry have made this use of cache so easy to implement at extremely reduced costs.  While PCs have some of the benefits of cache, the legacy systems use them to the fullest extent.

To make the most of disk cache, the computer design must include a means to insure against loss of data.  Here is where the MCP ClearPath design is in the forefront.  To insure no loss of data the computer must have write-through to disk to assure integrity of data.  This means that the data is immediately available for use by any task, but asynchronously the data will be written to permanent disk.

The only competitor to Unisys in the mainframe arena implements a choice of whether or not to set write-through.  Hence it may be turned it off for benchmarks to get better times.  Their system runs like a dog when write-through is set.  Therefore suggesting running a production environment without write-through is like shooting yourself in the foot.  You may run faster for a while, but when it breaks, and it has, you lose all your data.  There is no recovery when cache is lost!

The competitor must use this mode to compete with the speed of the ClearPath computer since the competition runs ok in a batch mode without write-through but still is a 3-to-1 underdog in on-line interactive processing.  Only a foolish, or unaware person would run a computer without write-through turned on.  And any computer manufacturer that would suggest such a thing is plain stupid.  That brings up the point of benchmarks – is it ethical to run benchmarks in a mode that should not be used in production?  Obviously, the answer is emphatically, “No!”  I should think that legal issues may also be at stake.

Long live the MCP!  There is nothing like it and never has been.  This is just one of many technical benefits that MCP ClearPath computers have.  Thirty five years ago I had an opportunity to work on any computer on the market at that time; and there were many.  I chose Burroughs MCP systems because of their technology.  They were light-years ahead of everyone else then and are still there today with the MCP ClearPath computer.  Many today make their computer decisions based on the ‘bottom line’ without considering technology.  Money rather than reason makes the decision.  If one looks into the issues a little deeper, then he or she will find that there is no bargain in a benchmark run without production in mind.  In a production environment the MCP will outperform any comparable computer system and have the advantage of technology on its side.

By the way, if you like network platforms, they have their place; but it is not a place to put your bread-and-butter data and applications.  Place your business on the MCP ClearPath computer and download copies of the data to network computers for access with point-and-click applications.  Or better yet, use applications that interface with data in the MCP environment.  Then it will always be up-to-date in real time.

For your data, there is no data base system equal to the MCP DMSII system, and with it there is no loss of data with a superior audit and utilities to handle all necessary backups and other functions.  Don’t be confused with someone else’s attempt at DMS!



“Now that I am ninety-five years old, looking back over the years, I have seen many changes taking place.  So many inventions have been made; things now go faster.  In olden times, things were not so rushed.  I think people were more content, more satisfied with life than they are today.  You don’t hear nearly as much laughter and shouting as you did in my day, and what was fun for us wouldn’t be fun now….  In this age, I don’t think people are as happy; they are worried.  They’re too anxious to get ahead of their neighbors; they are striving and striving to get something better.  I do think in a way that they have too much now.  We did with much less.”
    Grandma Moses


HMP 12.0 (MCP 53.1)

Last week Unisys released a new MCP version.  It is HMP 12.0 (MCP 53.1).  It is recommended that to maintain a stable environment that you wait before moving to this new MCP.  This should happen in about six months.  We will give an email when we believe it to be stable enough for the strictest users.  Some users like to use the new features when they become available, but there is always a risk when moving to the new releases.

Upgrading to a New ClearPath Computer

I have seen that when a new ClearPath computer is installed by Unisys’ personnel for a current Doctor user that the complete Doctor software configuration is not brought to the new computer.  One example is that the Marc Directives are not running.  Another is that the Coms Cfile is altered to reduce security.  My suggestion is that the former computer be examined before being shut down.  This can be done with the Doctor installation checklist at hand so that all steps may be verified.
All Doctor Users

Remember that all Integrity Services’ Doctor software is tested on each MCP release before it is made available to users.  It is also qualified on three releases to make transition for each user as easy as possible.  What this means is that you should load the latest Doctor software onto your computer system before upgrading the MCP.  You can do this months before going to a new MCP.  Then there will be no questions or problems upgrading to the next MCP.


Scheduled Classes


Integrity Services has scheduled classes for June 16 – 19 in Bath, Maine.  There will be a special class on ClearPath computers, a class on MCP security, and a class on Efficiently running an MCP ClearPath Environment.  Time will also be available for any user to discuss and ask guidance on initiating any functions desired with the Doctor software, providing they are possible.
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Class fees are $600.00 per attendee
Make checks payable to:

Integrity Services, Inc.
Reservations requested by May 30th 2008

For Reservations, send appropriate fees to:
Integrity Services, Inc.

10 Radnor Road

Newark, DE  19713

A block of rooms will be set-aside at the Holiday Inn (207-443-9741) located in Bath, one mile from the classes, for those who identify themselves as attending the Integrity Services’ class.  Bed and breakfast facilities or rental cottages may be found through the internet.  This is a vacation area so get accommodations soon.
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“The older one gets, the more one feels that the present must be enjoyed; it is a precious gift, comparable to a state of grace.”





Marie Curie
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