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System/NXNet

System NXNet in an LX computer is software used to interface with the TCP/IP environment and must be upgraded when moving to a newer MCP level.  This is a new quirk that may appear for the first time when you upgrade to the 49.1 MCP.
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Securing All Stations in a Closed Environment

The Coms station environment may be configured to be open or closed.  By open I mean that all users are required to log on using a usercode with a password or usercode and accesscode with a password.  Strict oversight of the userdatafile and password management are necessary in this environment.  By closed I mean that all stations are automatically logged on to an identity and cannot change the usercode or usercode and accesscode.  There is a variation on this last configuration where some stations under strict physical security are brought to a logon screen or are allowed to change their usercode through the ‘Hello’ command.  Allowing the ‘Hello’ command or a logon outside of secured areas is considered a breach of security.


The closed environment ensures the access rights of users and they cannot be changed if proper security is enforced.  In the case where one or more usercodes do not have a password the closed environment is a necessity, although I do not normally advise users to have no passwords.  If a user insists on using a usercode without a password, the closed environment with a few other security measures will give a level of security.  Using passwords will give a second level of security.

In order for the closed environment to work properly all stations in the Coms Cfile must be examined to assure that there are no stations without automatic logon.  In fact all unknown stations must be eliminated.  In addition, all new stations must be assigned automatic logon and new unknown stations must be secured so that they have no access to any commands, files, or windows on the system.  A closed environment may appear to be more secure than an open one but you must be rigorous in maintaining it.

Coms Logon Limits

By default Coms logon limits are set to 0, which is unlimited.  It is advisable to set this value to 3, 5, 10, or some value that has meaning at your site.  This is done by selecting from the Marc home menu at the choice line, SYS SEC SECID.  Then examine Max Logon Retries and if it is 0 set it to a desired value.



More and more people are using scheduling software to automate more of what they do on computers.  I have especially noticed this with clients using the scheduling function of the Integrity System Doctor.  By planning for a portion of time or a whole shift or even two shifts personnel can be released to perform other functions.  One of the constant complains I hear is that companies are understaffed in the IT department.  A scheduler can really help in this area.

Reasons for automatic scheduling are:

1. Free up some or all time of personnel to perform functions that cannot be automated.

2. Eliminate human errors.

3. Perform tasks always in the same way and order.

4. Work can proceed even when storms and floods keep people at home.

5. Efficiency without think time, break time, and reaction time of people.

You may have more reasons to add to these, but let it suffice to say that there are real benefits to automation.  What to automate may be another valid question.  I have seen sites when an entire second shift or an entire night is run “lights out.”

The types of functions that should be considered are:

1. Tasks and Jobs.

2. ODT commands.

3. Parameters to Jobs and Tasks.

4. Notification of errors.

5. Recovery options.

6. Response to waiting entries.

7. Response to messages and aborts.

8. Verification that certain software, such as a library, is available.

Scheduling WFLs to run tasks and jobs (other WFLs) is the obvious part of automation.  One such WFL may run a whole shift or all nightly processing or it may be that WFLs are scheduled to run at specific times or when certain functions have taken place.  Recovery planning should be in all WFLs.  ODT commands may be scheduled.  An example would be a TL (transfer log) before running log reports.

Parameters to jobs and tasks may be static or calculated at run time based upon needs.  Information may need to be passed at run time to certain tasks based upon time-of-day or foreseen or unforeseen issues that happen.  Some circumstances or errors may be anticipated and responses issued based upon the needs.  Other issues may be problems that need to be sent to a person, if they happen, such as an abort.  This may be done by sending messages via email or to pagers or phones.  Today we can send emails to cell phones.  These situations should be the exception to the rule.

To complete automation we need to specify what frequency certain functions or jobs need to occur.  Some will be daily, some may be Monday through Friday. Others may occur once a month on a specified date or quarterly, semi-annually, etc.  When a holiday schedule is used then decisions need to be made on whether to do tasks on another day or not do them at all.

Automatic scheduling is a very helpful function when used correctly with foresight and planning.  Effective WFL training and use are a must.  Software will produce most of the rest of what you need.  There are also many things that can be automated even when staff is available during the day.  Many automatic responses can be issued around the clock. 
System Software (MCP) Installation Check List


Preparation for MCP Upgrade:

1. Order Unisys Software:

ASAP : Standard MCP or Standard HMP software level from standard Unisys notice.

One week before installation : ICTapes (Now on CDs) and Network CD – both from CSC.

2. Check with all third party vendors to see if their software must be upgraded for the new Unisys software release.

3. Run the Pre-Installation WFL from Integrity Services or use SYSTEM/FILEDATA and check all warnings.  Compile any programs that need to be on a more current software release and order a newer version of software that will not run on the next software release.

4. When standard software arrives:

Copy = from the following CDs to tape to verify that the CDs are valid and not   

damaged:


System_<software patch level>


System2_<software patch level>


Network_<software patch level>

5. Verify that the Software keys are correct when the Keys tape or CD arrives:

Copy = from Keystape or Keys CD.

Use IK Merge System/xxx/Keysfile (where xxx is proposed MCP release level) to install keys.

Use IK Show to verify that proposed software keys are the same as those from the current software level. 
6. When ICTapes or CDs arrive:

Copy to other media to verify readability and gain speed during installation.


1 or more xxxAFCF tapes [CDs] (where xxx is proposed MCP release level).


1 or more yyyAFCF tapes [CDs] (where yyy is proposed HMP release level,

   HMP systems only).

7. When Network CD arrives: copy = to tape to verify readability of CD.

8. Verify with Unisys CSE that Sycon and all microcode levels are compatible with the new Unisys software release.

9. Verify that the Microsoft operating system is at the proper level for an MCP upgrade.

Pre-Installation:

10.   Back up all data bases.

11.   Back up all files on Disk.

  Back up other packs with critical files, such as System/PrinterInfo.

12.   Verify or create Standby H/L unit.

  Copy all Integrity Services’ software before installing system software.

  Change Generalsupport reference in Doctor Controlfile to use new software release       

  level.

  Copy and modify WFL supplied by Integrity Services as needed to load 
  ICTapes(CDs).


Disaster Backup Testing

If your computer has been secured by a specialist from Integrity Services or by following the instructions in the Security Training from Integrity Services, then loading your Coms Configuration file at a disaster backup site may lock out all stations so that you can do no on-line work.  To preclude this problem you will need to make a copy of the Coms Cfile with the default station definition usercode = none.

To accomplish this, simply make the change to your live Cfile and copy *COMS/CFILE as another file name and then change your live file back to its secured status.  When you go to test disaster backup, take the file that you have created.

What Does It Mean To Secure a Code File?


There are many types of files on a computer, but the most common are data, WFL, source code and object code.  The latter two are the forms of programs.  Source code is what people understand and programs are written in various languages understood by people.  Object code is what the computer understands.  A compiler or assembler will take source code and create object code from it.

Because the object code is understood by the computer, it is often called “machine readable”.  We often do not give consideration to the fact that people may be able to decipher this code and understand it.  There are those who can take object code and develop source code from it, a process known as de-compiling the code file.

There are four ways in which the security status of a file may be classified.  The first is read-only (IN), the second is write-only (OUT), the third is read-write(IO), and the fourth is secured (Execute only).  The fourth one only applies to object code files, but it is the means by which a code file may be secured.  No one can read or write to the file; it may only be executed.  By securing object code files, they may not be changed or information extracted from them by anyone.  I recommend securing all code files and have a utility that will secure all code file on a disk pack.
2003 User Conferences

It was my pleasure to attend four user conferences this fall.  The conferences were Uniti-East, Mid-South ITI Users, Tri-State ITI Users, and Unite.  The people from Unisys blessed me at Unite by coming to my company table and asking questions about my software, answering my questions, and offering to help me in any way that they could.  I have met many new users and I look forward to seeing you all next year at these conferences.
Public Data Files


A recent notice from a national software house told users to make production files public in order to get around a bug in their software.  The notice was stated with different words but this is the essence of the notice.  All production database files should be private at all times so that they cannot be viewed or tampered with by other users who should not have access to these files.  By making them public every user on the computer has access to these files.  This is extremely dangerous.

  Solidifying the Integrity System Doctor

As Integrity System Doctor users are increasing and users are using more of the newer functions we are getting more requests at the help-line to fix problems.  This is good since some of these functions did not receive more than beta testing.  The result is that now we have a much more robust System Doctor.
It has pleased me to see that more users are using more of the functions.  This is a software product that is very versatile, yet meets the core needs of many.  In the last issue I focused on non-security functions of the Doctor, but I find that the main reason that users acquire the Doctor software is for security reasons.
Reduced Fees for Doctor Installation

This is an announcement that we will offer installation services with each sale of the Doctor software.  Normally for 3 days of services we would charge $920/day + expenses = $2760 + expenses.  For new Integrity System Doctor, Integrity Security Doctor, or Integrity Super Doctor clients we will offer a one time charge of $1500 + expenses for 3 days of installation and on-site training.  If more than 3 days are desired, as is normally the case with the Super Doctor, then each additional day will be $500 + expenses.

 

It has also been brought to my attention that current  Doctor clients may need installation services if they tried to install the software themselves and were not totally satisfied with the results.  For all current Doctor clients I am making a one-time offer at services at the above fees if the service is scheduled by February 15, 2004.  We can either re-install or update the current installation and you will receive on-site training.
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Integrity Services Inc.

Has developed software that will benefit your computer needs


· System Initialization Setup

· On-line Resource Evaluation

· Station Security

· Automatic Virus Scanning

· Extensive Security Reports

· Performance Analysis Reports

· Mix Task Resource Monitoring

· Instant Alarms (Aborts, Waiting, Messages)

· ODT & CANDE Audit of all commands

· Automatic Disk Backups

· Verify Readiness for MCP Upgrade

· Installation of Unisys IC Tapes

· Safe Delete and Purge Commands

· Automatic Schedule for all Jobs, Tasks, Commands, and more
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Reduced Fees for Doctor Installation… see details inside.








Automation








See what our Integrity System Doctor Software can do for you!!





We offer a variety of packages that will suit your needs …and all at a very affordable price!
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***** New Doctor Features *****


A report of all alarms.


Filter NXServices log-on retries for a simpler report eliminating useless security errors.


Upgrade to 49.1 MCP release.


Securing Sumlogs.


Improved efficiency for Waiting and Messages.


An alarm exception list capability.


A Station attach audit.


All alarms may now also alert via email or cell phone.


A factor may be entered in the controlfile to raise or lower the elapsed time that the Doctor will wait before checking for waiting entries.
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We work for you by offering


specialized consulting services and training
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